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ARMY EXTF~SION COURSES 

Subcourse--MiH tacy Cryptanalysi.s, Part III 
Simple Types of Aperiodic Substitution Systems 

Introduction 

Purpose and Scope: 

The p~rpose or thie subcourse i~ to teach the methods of analysis 
of some of the more s1rr:ple variet.i!'.'H~ of aperiorUc substitution systems. 
To a lessor degree it ie intended alf;o l;o -.ievolop thei student's ability 
to ascertain, by cryptanfd.lytic mc::thods, 1,he g.::noraJ Rystem upon which 
a cryptogram that is to ba solved if: b~'..sed. 

The scope of t.he ::.ubcoursr:i ir-i: f..~or~1 conipJ ·"'~ t:y t)es of poly
alphabetic subst,i ti.1tion s;vst.~mr-; <mt,o-ke;r s.vrt0.:m1s; interrupted, variable, 
and non-periodic key :;:ystcn.s; systemn e:r10}.oyinG length~:t keying sequences. 

Number of Lassons and A..Jmroximet<::1 'l'imo REKj'lir~d.: 

This subcourse conr.ists of 12 leosons aach Ol' il'i'.'lich will probably 
require approx:i.matoly 5 hours of wo1·k by the uvepage studcmt. 

The timo indicated abovo ic only a11 estimate and should be ccn
sid~red merely as a gu.i.de. It does not in an,y way limit the time that 
may be devoted to each l~sson or to the subcourso a~i a whole. No 
further mention of th(;i tim<::: required will be ma.de in the lesson as:sie;n
ments. 

Texts Required,: 

Mili i:.ary Cryptanalysis, Part III, Aperiodic Substitution Systems, 
19.38, as prepared under the direction of tho Chief Signal Officer. 

Materi11ls Required: 

Since only thG Udual crosS-SlH~tiori pr.::per rnd frequoncy table forms 
will be required, no further menticn of the st: i t01ns d.11 be m.'.1.de in the 
lesson assignments. 

Special Instruction& nnd Inforrriatiqg: 

Ench lesson assibl'!lmont, h':!.S & maxi nnlJ!l wci e;l-i. t of l 00. So far as 
practicable, dete.ii.ed work t)heot s which usu=i 1 ly form e. part of the 
solution should bl.:l ::.ulll:1i t ted !li th i.hf.i i;ol uU.om:. Th ... y will bo returned 
to the student for file or fw·thf·!' Rtud·1. DO !WT M'i'IJRN THE LESSON 

Milite.ry Cryptanalysis-Pl.rt III, 1--p.l, 19J8. 
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SHEETS UNLESS WORK IS S~IOWN Ta11~F..E(1N. In a.Ll cases show the primary 
components and keys f'rom which deri·vcd. 

It is essential that the student flrs't rne.d the entire text 
before attempttng to solve hny of the problems. Thif'l will give hirr. 
a genero.1 bnckground ;Jr all the principles and methods covered in 
tho subcourse and will mnter·ially asdst in the solutjon of the 
specific problems in the various lessons. Of courso, further study 
of specific portior1s of the text will ba necessary but the student 
uti 11 have to uso his o\m judgll'lent in this regard. No text o.ss:!-.fil!:: 
ment will be indii;:atcd as spocifically ap.EJ.icable to o.n:v lesson. Nor 
will the subject-r.'lD.tter to he covered by each lesson bl.l indic~ted,as 
is usually the case~ in t.hese subcou.rsei:;, tho purpo::;a being to give 
the studl:!nt n little practice in u:..icort.~dnjng, by cryptan~lytic 
mothods, the crypf,ogr.:-phic systec. involvej in !:! cryptogram to be solved. 
Of course, no losson contains o. ;iroblur:' in-v-olving p-."inciples beyond 
the scope of this and the procedinr tvrc 1·.e:xts in cr:f!)t:?.nalysis. 

The student is urged to apr'1:i• the ~irincip:l~s expln.ined in the text 
in soh·ing the problmus, evGn thou.ch f!t)lutim1:.: :r?1ay be ob'La.ined in some 
cases by other meunr. Only by un:i.cr::i.imdinf>" e~1ch principle in turn will 
progressi ;;e i·esul t:: b0 ob t;uin..::d. 

A guiding prlnciple in the scluUon of ar1y problem sl::.ould be: 
ALV'iAYe TRY THE SIMPLEST '£HING FIRST. 

The text. of all messagof wiJ.1 be military unless otherwise statad. 

L~SSCN ASSIGN~lliN~ 

SUBCOURS~ Mi litr.i.ry C:rypt.amllyds, P.3rt III 

I.ESSON ] 

VI eight: 

15 1§. Eolvo the: folJ owine-, mossae;e: 

R F C E B U Z M U B M G J N ~ P Q U L M Z L S Z D K M N W T 

QDUOF' ZCP!Vi.Z QH<.,iGE XOG01• ZPYWN WOCFH 

K K J G X T B ~ T C ~ D Z ~ rl 

5 .Q. Wh.:.::i, ls thu ke,vv,urd fnr t.hc 1~1essE1ge? 

Militacy Cryptanalysi;:-Pc.-.rt IU, 1-p.2, 19-:-r3. 
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30 2. SC1lve the: following cryptogram, in which the text has 
been allo~rod to remain in its bun11i'i 1e word lengths: 

N P M E S e E V Z A X M P E C E N G Q A N T J 0 L j R W Y f 

V K V H J J Z 0 D Z L A K V E F H E L e B A F I X 

J U X M C E N T S B G T F P P B D D R L C E Q S B E B P V E K E 

E J V J Z D J X ~ B L E W E U P Z Z P S J F 0 0 D 

R I y: K J n x li B 'I' N K K n c p ::: E ;; u L z B N M K z -N H J E 

1~0 3!!· SoJve t,he fi:.j Lm=dng 01·;1·1·'··~fr·i.w rrhich ore in the s<tme 
!cey~ 

No. L 

s I I s A J 
,, 

I 0 L JI _f' xv' '7 ~ ti' .. l1J ,V:·/i • i: A E .A. D X".T' V' F 'A.'. v l. ,_ u 

L p T I B K 'I 'J ,~,r U T fl 'T T ~ J .. [{ Z D '.;' R. I T Q D G:;:. W f.'i • , .. '• ... 

;i1I S GUX K :' p RS .J.\ R J s u 0 Z T GU :ft u Z. G A ED I X N 

I T L· MI Q 
., K B :,1 i: ,J c GT Q. T A M A. y A c w :a A L A i:1 j. ,_ 

Z A~ v L M PG D Ci A S E :· GH I T lJ c K 7 
~· Z H LM K C Z F G 

s FM 1'.: S H XL c v H p MP B N L, B Z H ,. 
Ci s I B G tV' G S ~Ji f' 

A I z 0 w E .1-.. Z R S N H. J l'!! T s ~ s EC K DH s G H v F z v 

F I\~ H G 'Z EK .E B v It K D .~ G s El.. A E V I xw B Z G N L '~ 
N RJMB i'{ .P~ s c K DH ("' r;. H .. 

W G W H P i, B Z R S 11 I B G V 13 R I'~ ?v :.:. B F J C G P R X Q .A 

Q R n L c v q n p n G z v J u T ~ T l ' y z y I M N R J R ~ 

R K A H I K tl B R U C Q X C 1 J ~ L Y X 

5 3}2. Wh~d~ ric:b.t.ic.n, if' an3, :::!:!11 you find between Problem 2 
and 3.§:.? 

Military Cryptdnalysis-Pnrt III, J.~.J, 1932. 
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5 J_g_. The EolJ owing cry11t<Jgr:un v:as nent bter on the some 
day by the s1:1me he~dqm.•rti::..ru t~ia t fKilt the one given in 
Problem 3.~· Solve it. 

M S 0 W S A E N ~ R K S U B N ~ N Y 0 Y W Z E IT M B P N Z R 

A X 1'1 D Q D G X X X 

Military Cryptanalysis-Part III, l-p.4,193d. 
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ARvIY ElCTENSION COUR3ES 

LESSON .ASSIGNMENT 

SUBCOURSE Military Cryptanalysis, Part III. 

LESSON 2 

CORRECTION 

Problem 3 should read - "The enemy is usin[; the word-length keying 
system eiemplified in Problem 2, but the primary components are 
differently mixed sequences. The letter ~ is employed. as word 
separator. The following message has been intercepted. Solve 
it, reconstruct the primary component and the key for the :message." 
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AHMY EXTENSION COURSES 

Ll',SSON ASSIGNMENT 

SUBCOURSg Military Cryptanalysis, Part III 

LEG SON 2 

Weight: 

JO 1. Accompanyinb this lesr.on sheeL is a paper entitled 
"lnstructlor.s relative to a c:r~1ptographic system originated 
by Mr. X. 11 •rhese inst.J·uctioris 1leocrjbe one of the many 
systems submitted to the War Dr:.rn~·rtrrient for consideration 
f~r military use. 'l'he descript.ion is in the "inventor's" 
own language and include~~ one s~rrtple ness::i.ge, the key f0r 
which he givas, an1 om-~ t.a&t mc::sr, lg0 concnrnlng which he 
sfi:ys: "As I alone know t.ht.. koy words of' the message below, 
it shou] c'i prov\3 a good exr,mple l;o tost the efficiency of 
my ciphor. 11 You are to solvo his tesi, message. 

JO 2. The folloviing hi.ts be~n enciphered by means of a disk 
similar to the obsolete U.S. Army disk oxcept thnt both 
primnry compo!lents are the sn.me mixed sequence, proceeding in 
the same direction. The 1mccessiv•°3 plain-tE:ixt wordR are 
enciphered ~l successive ke~letters of a keyword. Solve the 
message, reconstruct the pri.m11ry component and find the key
word for the message. 

1 2 
A. A N C K G E H W Y J 

..3 
E..FVrfJ" 

Li 5 
~OVDW PBNFN 

B. L U Z I U R ~v R P 0 I Z Q V N 1 .. V B L I M K Q H Y 

C. WR K ~ B D J DB L Y J J N I A T E J D Z D V Q Z 

D. L X Z P U M N A P I P.'i ft Y J A R P 0 Z Y B B Y K U 

E. 0 1T' MU'Q· DK BU I LY J E J Y Q D V V FD G Q 8 

F. G K G I G D C P B U V G I R J M U 0 Z C J 8 0 K B 

G. Q E 0 M Z 0 V D V W K K L J N 7, fl E D P E Q 0 G K 

H. U P B U V G I 0 I R J M Z V C M B M G F N W H L K 

J• X ~ D V W N V L C T Y I S M E V ~ J D Q D 0 P Q S 

Military Cryptuno.lysis--Port III, 2-p.l,19.id. 

j 
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2. Con t.inul3c:i: 

1 2 3 L~ 5 
K. PB MI F MRRNZ Z BC WM I KA V L D J Q X B 

L. SI WT B LY JEE D G V W Q Z L VU U PP N X A 

M. Q NL U B IPL M 0 I Z Y VT MVGWL J D C W Y 

1'i. NB LG K T Y :X C K EWEKF U Q Z D F I 

40 3. The enemy is using the word--length keying system exempli-
fied in Problem 2, but the prlmary compon~nts are differently 
mixed sequences, the letter Zp being employed for this purpose. 
The following message has been int.erccpted. Solve it, reconstruct 
the primary compnnent and tho.key for the message. 

1 2 3 4 5 6 
A. Y R M L T G C Y J H H P F P F B B A 0 B J S D D A V K V N U 

B. 0 N N Y S F M L U T I L T F K V D D G Z Q U S K A 0 Y P D V 

C. X K V W N N P W 0 T H I Y U F W B B A M D W W R L G C B M V 

D. C A Q P N D P Z G H G N G 0 S T K .T H G F I V C Z Y S A E X 

E. X V H M G G X N D L R Q T D Y J J B K S N U D F P V Z D X X 

Military Crypto.nalysis-?art III, 2-p.2,1938. 
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"INSTRUCTIONS RELATI\7E '!'O A CRit'IOCRAPHIC SYSTEM ORIGII'lATED BY MR. xrr 

Lay out the working form as follov1s: 

(Material required: P,encil, Papdr and DiYiders.) 

1. On stiff paper, scribe o circle 3 or 4 j_nc:r..es in diameter. 
Divide the circle int.o 26 equal spA.ccs. 
Letter into thesc:i spaces the letters of tho alphabet, A to Z, 

pointing the base of the lett.cr t..::.ward l;he center of the circle. 

Inside of the line of lettrJrs, number t,he spa.cos 1 to 26, 
starting with A. 

Now cut out tho circle and lay it aside. 

2. Scribe another circle of same siz0, on another piece of paper. 
Divide this into 26 divisions, with tre dividing marks on the 

outside of the peripliery of the... circle. 
Into these spaces letter in tho lot.tors arrane;ed in a form 

specified in the following paragraph: 

J. On a scrap o.f p&per, set down thB letters of the alphabet. 
Under these letters, set dovm the prearranged secret key 11vot'd or 

sentance. (In enciphering tho enclosed message, I used GIMPY 
FURBET,OW. ) 

Cancel out of the full alphabe~..-. all of the letters contained in 
the key rmrd. 

Now set down the first letter of t.h£:: key, o.nd follow it with the 
first letter remaining 1mco.nco_'i.lcd in tha alpha bet. Then the 
second lotter 1.)f the key, ~ollnv1cd b:r t!:..e se::cond remo.ining 
uncancelled lotte1· in th£> alph· .Let abovo. Continue until all 
the letters h~vc been used in 1·nt!~. :i!.xc.r.iple: 

G I r.f P Y F U l~ B E i.. 0 \'i 
GAICMDPHYJFKUNRQBSETLVOXWZ 

Now, keep~g A near the top, letter into the spaces, from left to 
right, the letters formed by the combination above. (It will be 
found easier to read if the letters are inse~ted with the bases 
all pointing toward the bottom of the sheet of paper. The sheet 
of paper docs not move, as is the case with the circular out-put.) 

You are now ready to start to encipher. 

4. Place cut-out circle on top of' circle on .sheet, pinning at centers 
so the cut-out will revolve and the respective letters of each circle 
will match up. 

A 
Set the space 1 on the rotating circle opposlte A on the stationary 
circle. 

MilitB.l"'J Cryptanalysis-Part III, 2-p.3,J9JS. 
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Now move the rotating circle (top) to thu left as many spaces as the 
date of the mont.h. {In the sample mesr.agc it is the 6th.) 
Moving the top of the circle to the left progrosses up in numbclrs 
and toward Z in the alpha.bet. 

A 
This brings uo to G, from which point we encipher our first word of 

7 
our sample message, the rotutinf, circle being used for the regular 
nord, and the code word being derived fr01!1 the stationary or outer 
circle. 

\'If.hon the word is finished, add the code letter for z. 
now movo tho rotating circle nhead {top to left) as "mo.ny spa.cos as 
there were letters in the word i..nlIIlediately preceding, not including 
the added z. 
{In dividing cryptographic messnees into letter g.roups of five, the 
addition of the letter Z to co.ch word :ninir.i.izos possibility of error 
i..'l decipherine. Also the words ending in Z a.re very few, and :LTJ. ZZ, 
none. If sucJ1 an endint; ·V'lcre ancounterod j n f 01·eign proper na.:.:ics, 
the instances wo!ild bu so rare .:is to mnke the' vcrin.cation of S.:lme 
necessary.) . 

A 
In the message dated Aueus~ 6th, we st1J.rt a.t G, anu our first word 

7 
KUMPE will encip~er DQHD,Zf,. Moving five spaces a.head brings us to 
A 
L, and COLO:t..l"EL becomes EMAMCLAQ. Grouped ini:.c. fives, we have DQHFZ 

12 
LEMAM CLAQ etc. Note that E wno Z in Kumpo, but is L in Colonel. 

And so the enciphering process continues U.flt.il the message is com
pleted. 

5. DECIPHE.11.ING is simply a r(.. \Ternal of' thG fore going. 

The receiving operator lJuilds up hio daily layout along the identico.l 
lines employed by the sending cporator. 

6. The key word, words or sentonne may be made up or a thousand different 
combinations of lJ l'cttors. 

The key vvord for tomorroV1, O't' next chane;ing dat.;, can also bEl incor
porated in any rogularily ciphered message with surety. 

Military Cryptanalysis-Part III, 2-p.4, 19J8. 
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.. SAMPLE MESSAGE 

August 6th, 1930. 

1 2 3 4 5 

A. D Q HF Z LEM.AM CL A QA S Q 0 J L YD SL E 

B. VIWAT PB I BX Y VT V Z P Ii' B W Q J F Z PX 

c. A 0 R Z Y X QB F H N T N P.. Z H L K O X S 0 R Z A 

D. WNMUR I J H. P L LI Y PA Y JR L 0 EFG CB 

E. SQ BR L AT BC B QKLVB Sl\PCX AB N QC 

F. G NV TU QA XI Q YXCIR PE SJ U V :6 0 C M 

G. QRVAP WTMMA I.A MAU SE ZN F D VA V 0 

- H. HQI3"A RDBQO Z F J BR SIC H 0 I AN KL 

I. XDQKR K 0 CL A I G C Z P WLYLH KWELQ 

J. KXGGN AWXOU N 0 KN Y 

As I alone know the key words of the message below, it should 
prove a good example to test the efficiency of my cipher. Exactly 
following the layout of the other one, and enciphered by employing 
the same system, it may givo the 11 enemy11 something to do to decipher 
it. 

TEST MESSAGE 

August 5th, 1930 • • 1 ?. 3 Lr 5 

A. VFUYO XNEOW XNLD~·i p. QWXV Y I P Z Q 

B. HT B DZ LBZHI<" PGWGV IP N.? J ARXSF 

c. KALT N Z H G H S JPZVJQ E 0 JUG USO Z B 

D. Ju y y Q J K 0 VB T W JP I E Q PAL SREHM 

E. SNHSR YYUMJI Q KAP 0 X H LIZ Z CH V M 

Military Cryptanalysis-Part III, 2-p.5,1933. 
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LESSON ASSIG:NME1lT SHEET 

SUBCOURSE Military Cryptana.lysis, Pf.lXt III 

LEf>SON 3 

Weip;ht: 

g l~. Solve the following cryptJgrrun: 

AXKBY LBLXK LGBJ-0 B'JXQX KRVGE CUCUO 

PHQDQ DYUGX KLVAX K.TGDD MDFQR YXEJY 

ZRZZD DERZY ZVVFM c.rvuz YWJPL BNMOK 

Z D Q 

2 J?.. \Jhat is the keyword and how doe::i it control the r.hifting 
of the primary component.s'l 

8 2&· Solve the following cryptogram: 

.30 

XJHFE USRDB ITLRN FYQRY IJSZG GFJZB 

QWVRQ WCQRQ JMUJT WRDSI WAMPL OL 

J?.. What is the keyword-and how· does it control the shi:'til!f. 
of the primary components? 

.3~. Solve the followine CTj;ptogram: 
l 

ZSIIF QVZOR VSQQX U'l'YVI, B R A A X H X Y C ll 
-~-

I E c N" n F B H C D GR Y Z A Yr.~LEM YZAUC MYT..ZB 

· K L L Z S I--=-J-'F"--'Q...__.V---'Z..;..., __ 0---.;...;R;..._;...V_;;.S 9. S F C P C M C X _H_H ~ D 

C R I Y I B D 'I' Y. ~ Y E 0 C Y f., U :a D !I C F B U V Y U W V Q 

Q v Q '!: 0 H. I: U F ii MVFBW :X Ii ~1 Iv1 '! F'BYSX C G S X T 

HCRDC N B Y T J, XAUUH LG N \"i L K 0 LEM Y ZAM Z 

SQR!JZ R P V R iT U B DUN PTD!i'B B I Q T H B D SR U 

ID Y CH UR R ZS :UHEBD _ _JLSID'.i' MYUDU X RD V Z 

RULUB P Z Y B 0 GU VD X a x s Y Q X B VY C X B QB I 

S D 

Military Cryptanalysis-Part III, J-p.l,193~. 
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10 .£. Having found the prima.:ry components, solve the following 
cryptogram which i13 enciphered according to the same system but 
with a different key. 

CVlIEQ GEROM VSQPV MMOXX DUHED GKEWG 

UKFQZ RVSQA VGUUV OPCGD SMJHO KJRDO 

QXBSD BORVS BICMV IEKYO EEJBI 

Q· What are tho keys upon which th~ cryptograms under ~ 
and .Q a.re based and what controls the number of letters enciphorou 
by each alphabet? 

30 4§!,_. The enemy is usirw the nyntom exemplified by Problem 3§:.. 
The primary components nnd the i.:ryword change every day. From 
cryptanalytic v;ork on his prnvio1~z traffic it has been noted that 
three stations in a corta:in radio not, alw£~ys begin their messages 
with the enciphcJ'ed serial numbel· o.f.' tho 1110Bsegc. (Exampll1: 
N U M B E R T W E L V F. X) 'I'he ls. 1t decioberod messages mwhanged. 
among those particular stations wc:ro found to begin with the 
serial numbers sl';,own b1,l om 

Frcm To Serial 
Sta.tlon Ste:Lfon No_. __ 

A B 17 
A c 15 

B A 14 
B c 16 

c A 21 
c B 11 

The next day the following wero the first cr;;-ptograms to be 
intercepted bt~twoen the stations indicated. Solve the messages, 
ascorto.in the primary compon.mts and the daily keyv10rd. 

no. 1 

From B to A 

U H 0 K B D Q F Q E H U I A U I 0 U ll U I F S D C 0 Q G C C 

0 Y Z F C I P H D B L Z P B I T C A B P B U 1 J K X G I U 0 

y 

Military Cryptanalysis--Part III, 3-p.2, "!.9JC. 
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No. 2 

From C to A 

UH 0 KB D P N B 1'' ENYPG A 0 C 0 U MID BR WI C 0 Y 

SIP 0 X J G C P B L J HI G J 0 0 c u LI JM E APB V V 

UH PO 

No. 3 

From A to C 

UH 0 KB DZ FM E H U I A I UOKZJ\ HU HBO F HR D 0 

YHLKF Ali'ZFJ U Q F R I f_,(_~J r,p, UH 0 TH O K G F O 

5 l.J2. What principal lesson does this particular problem teach 
you as a. cryptogrurhor? As a cr;pi.:::.nal;-,·st'l 

Military Cryptanalysis-Part III, 3-p.J, l93S. 
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ARMY EXTENSION COURSES 

Subcourse--Military Cryptanalysis, Part III, 
Aperiodic Substitution Systems. 

LESSON ASSIGNMENT 

SUBCOURSE Mjlitary Cryptanalysis, Part III. 

LESSON 4 

Weight: 

30 l~. Solve the begiru1in~s or the 35 messages given in Para-
graph 2Q~ of tho text. A work-sheet ccpy is attached • 

1 .£. V'lhat is the koywcrd for the messages? 

3 £• Indicate the primary com::>onents. 

1 g,. \'1hat is the interruptor ~nd upon what does it act? 

35 2,g_. The thirty-five rr.esragcs just solved wero the traffi~ 
of the eighth of the month. The first massage intercepted on the 
ninth is below. Solve the message and determine the key. 

C. O. 95th Infantry 

J T K F L Q J D L F I J R H R P M T 0 K W A H C B T G D II H 

L S 0 S R P K H T I X S D I F L U F R S Z Z S Q V S F Q H C 

SHJSB DZi\lKP EWIDM IXGCK X 

Dmith, Brigadier General 

30 J. The following message was intorcupted on the tenth of 
the month (tho next succoeding day after the message of 2 in 
this lesson). Solve the mossage and determine the key word. 

PVESK WVHBP YIRIS XHETH JZKUG UGLWZ 

Z S Z P D J A V E A I E C W H Y Y I J I Z V Q H H M L A A M 

H K D H Z U Z 0 T Q I. E U E G C E Q ~; G E U U C X L J U X Q 

APMPX MVQHH MT .. XQ,J ZQURI( RULLO LDPNM 

Military Cryptanalysis, Part III, 4-p.l, 1938. 
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M V XS V u Q w 0 Q VE V CH KKBBU M 0 FAS SH G X P 

VI V L S H K K DBL X Q HQ H S F J J C BUM1'.,D BIKWV 

HBPLF ES RBS I3QWAB CPL G H HI\TLD GFQXV 

NDEVB P G O V Q HHMLR 0 UR DC D SK U W QWVNV 

XSVUE UDKRS 

Military Cryptanalysis, Part III, 4-p.2, 1938. 
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LESSON 4 - Problem l 

1JiESSAGE8 WORK GHEET. 

(1) z c T r z w z P E r z Q x (19) A F E 0 J T D T I T 

(2) WTEQMXZSYSPRC (20) K P V F Q Vf P K T E V 

(3) TCRWCXTBHH (21) ZABGRTXPUQX 

(4) EFKCSZRIHA . (22) YHEOCUHMDT 

( 5) YANCIHZNUW (23) C L C P Z I K 0 T H 

( 6) VZIE'fIRRGX (24) A F L \I VJ Z Q M D T 

(7) H C Q I C K G U 0 N (25) Z C \J A r M B S A W L 

(8) Z C F C L X R K Q VI (26) H F L M H R Z N .A P E C E I 

(9) H W Vi P T E \"I C I M J S (27) C L Z G E M K Z T 0 . 
(10) E P D 0 Z C L I K 0 J (?.8) T P Y F K 0 T I Z U H 

(11) W T S S Q Z P Z I E T (29) 2 C C P S N E 0 P H D Y L 

(12) Z C G G Y F C S B G (30) C I ~ G I F T S Y T L E 

(13) CWZAOOEMHr!TP (31) 7 T S V \": V D G H P G U Z 

(14) CIYGIFBDTVX (32) N 0 C A I F B .T B L G H Y 

(15) EAQDRDNSRCAPDT (33) X X X F' L F E G J L 

(16) YFWCQQBZC~·1c (34) Z C T U M B Z J 0 0 

(17) \: T E Z Q S K U II C (35) H C Q I W S Y S B P H C Z V 

(18) ZCVXQZKZYDWLK 

Military Cryptanalysis, Part III, 4-p.3, 1938. 
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10 1. Solva the follovd.ng: 

K G G L N G S f, H Z 0 K K 'J' 1\ ~~ H 11 S '2 D Y Q Z V E A I. X G 

NJGFB !MIER FMDPR PIO~{V OOBYX XGVHL 

G P B P \l .A. M T M E N U \•! D P W f' ::: U Q Q E 

UOTE: ADDITIONAI, MESSAGEG, IF F'O'JND NECF;S3ARY, WILL BE GIVEN UPm~ 
REC~UEST • 

.30 2. The following are tho bcginni.~gs of 45 military-text 
messages. Solvn. them, recon3truct tho p.i:imary components, and 
briefly describe the syster.-1 of encipherment cmpJoyed. Submit 
the beginnings or the firRt 5 messages only. 

l. S C 0 P A K F BU C GI M JV 

2 • HHTGM GYHKG Q G N I C 

.3. SR LEN TR CTR ARUBW 

4. VLREN MLU'rJ D Q EX O 

5. L Z V S I EOOA.T GUN VT 

6. H7LVD A 0 TEX WW TA I 

7. YOQNM PDQ B Q Y J Z U A 

8. Z OW K X n. K I V R V!I<..KCJ 

9. C G U Q V RB H 0 S s x 0 x };{ 

10. SRR~:M A L rT Z J A Y.: KM X 

11. CA U E J Q T L E Z V iI J E U 

12. CY U Q N CH AX X UNRFA 

Military Cryptanalysis, Part III, 5-p.l, 193S. 
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_Neight: 

13. UOI3V R 0 J HE JBRHI 

14. NRIGF U W Z PA H Z C D T 

15. YO KER H N S G Z 0 BA C N 

16. OYTYR DGCN1'~ JQHNG 

] 7. V B L S Q Z B D J Q I KP Z V 

18. TH NP R B 0 EFL HX8MK 

19. 0 YU XI RBWBE L JIM S 

20. SRLMR Q FY TS V VI T Q 

21. M HTC Y D G Y Y J V VE B Z 

22. CMWEX EHOXM QVVI'l' 

23. SR e I K DK QT V ~·/SliXK 

24. NORKG XIr~IW M I 7. ;J r; 

25. YT BUM NIX Y W V D i:I E 7. 

26. WTTGY CTLM:i. U I Y ·;;1 B 

27. C\~JYI II H J 0 I A 'I: 0 G T 

28. YO PX I QKAQR ~/ A r~ A H 

29. CMWQG HQAJF NZ R Z F 

JO. F T \l Q G RC EN B FZEEF' 

31. T O T I F Z'.rHUY R S 0 rl J 

.32. E Z V W N K P V O ii KR LC R 

33. T Z \l K D C T K 0 W 'rLKGZ 

34. VB LS G N NJ U O BU PX B 

35. U Z B N I KB FU I 0 ZR D M 

36. EZKVF \l G G E G 0 UY Q K 

37. N R L \"l D H NP U U TJAU'~-IY 

Military Cryptanalysis, Part III, 5-p.2, 1933. 
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J8. D 0 R K F I-! K H I F MD HM J 

39. Z A I GR K Q O On OLIA\"/ 

40. C S J E N V M Z X D XMUXT 

41. EHHEV SE HEM Q X \"/ I V 

1~2. 0 YB EX DOAYX F Z \o1 U L 

43. Y 0 'r K I T T Ii C P D .A 'l' HD 

44. Z LP Y V C E D J S KESS H 

45. YHUQY H NP Z E W .II.UC I 

50 3. Solve the following mess~gos, which are all enciphored 
by the same p;-imary compone:nts. 

1 2 'J 5 ""' 
I. 

A. TR Sr W Gh:X:GX G J C X Z IF LT K EVVLX 

B. L Y I. L Y D X Z Z P U ii. M H Z Xl~NCQ J TX Y L 

c. B? Y M V Z B Q B B F TJ V V A S Y S B N VS PPM 

D. PXYGW CH L Jn. Z J !. Q A HGl~ND D C C I M 

E. HJAUP U N S D J, C L J /, D K XX HG F Z C rl S 

F. BAU VG Hr T FU M K K I~ M XGEXX 

II. 

G. z s 0 p p RRYNP GD UN S H Ii A L I PP Q HD 

H. lVXYJ_,B P ~; W G G D'rTGD VABMfJ D C G Y D 

J. X DB Q U T Q U J U D ·1 P \J \1 N G M !I Q SS F SK 

K. S R M iI.T OFQWR ¥ R R M ~I U EI G J MHYEG 

L. J J E 8 H B HQ XE AKKIJ"N YMHBX 

Military Cryptnnalysir-.1, Port III, 5-p.J, 19J8. 
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III. 

A. H 1J F D R ERR Z T s xx z p £" ], J Q u E FIX K 

B. HJ F Q X ZN TB T B M ·11 S fi C Y B S K 0 NE 0 R 

c. RNKED HRYEE 

IV. 

T• JJ. Z JD 0 n HNDKW G Y G LC BS K 0 X HJ YB E 

E. GHGGU UI,IIP U Z K E ':' T Z BG A II. A P P G 

F. F VET J Y N S K r.i HJVPI KP W DC wxxxx 
v. 

G. TKKLS GD CW G D 0 F VA U T ~J S D S 0 B G H 

II. H CMS V EV VS X Pi.'i1I?R GGLRR E OW SQ 

'VI. 

J. J u z r c CG HG G ALIRG GTNP\·; J T F I Z 

K. C F F Z I B L Q Z D \T P U V V V H CB G BB FM S 

T C C T B F MXXXX .U• 

VII. 

M. VVW.JK SR L KS F. R Z I, 1'1 G \~ E A Q X C T S 0 

u. V I B J, I YYXXX 

VIII. 

o. SEP B 0 Z H NV D Y E H II B CRRHK ACYFrl 

P. PR KC I IHKET TY IX X 

IX. 

Q. EI HT X G LR Q Z S S A C B X TTL C RFUVX 

R. G L Z LR KMUPX 'l'ZJFX MQSFU APE IE 

s. EHNGT EE DZ J US DD K WPVOM MJJXX 

Military Cryptanalysis, Part III, 5-p.4, 19.38. 
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Wcighi!: 

x. 

i\. LII\"lT QI EA P Q Q EA 0 LL LI Y UUHXX 

B. A 0 Z TU N NS D Q XEGHJ p 0 E. v z 'fOYHQ 

c. JAQJX RGHAB EEXXX 

XI. 

D. U B H Z I, YKVNO K X CAT 0 Y K S B XDRNG 
I 

E. YHHPP G G LY Q JXYllJ 'I'XHGH ABEE A 

F. QLFFV v \I p u z K K X X Y. 

10 4. Tho following mesaagc w.:.s i.ntr.::rc·iptod on the same day 
as that on which ·!;hose in Problllm 3 w0rc intercepted. This 
message uses an introductory koy ol" uulr .. novm J..ene;th (but is of 
several lotter3). Solve i.h::i cry1Jtogram. 

N U U B K 0 C H. V S Q I F X Y M P A I Q G B M R T 

SPYCJ VESFO 

Military Cr~rptanalysis, Part III, 5-p.5, 19J8. 
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10 1. Solve the following message: 

KXIVN LYBSL NKVVH BXETI VQZFN XAMZT 

Z Q D Q,L DB.LEU D ML S'M Z F J TY V A.P NZ~ 

80 2. Solve the followi~..g message: 

1 2 3 ~ 5 6 

A. N C E I S G V S U K J X C H J I I H I B F H K V D E A I J R 

:S. lJ V Z G J D K V H Q, R M H G H Y Z C N G K D J 0 S L F H I B 

C. F H K V C K 0 A Y V J D Z V F 0 F G 0 Z B F V B :S S K 0 A G 

D. F C J K V H Q R M H N W U G J Z P B .B T D J Z B T J B E 0 Z 

E. C C X S U L F P X V Q F E X R 0 .F F C :B F V B B R X E E R 0 

F, I G T 0 Y G P 0 L H C D EB U 0 P H E Y G P K 0 Q V J B B R 

G. X A E W M W Y :S Q F S 0 C B Y C Z N E J K F C B F V B B R X 

H, E A E J R R G P J Z J F L V H F C G V G 0 E Y B R Z V T C P 

I. E H J T M B D J Z M H U M E E D D S F J L E Z G S D H Z J K 

J. 0 AP P I E C X S G M H Q, Z Y H F N D J Z M HU T J B J F X 

K. C X W W D D Q Q, W L F Y T V D I C V N G X C R V L S I K 0 C 

L, A J K L P Q R E X X E lJ L A K W S I B 0 F F C T 0 X S U R L 

M. H C D E B U F H Z N H F G K Q, D D J Z M H S R E K Z H 0 V J 

N. I F H M Q L H G J R E :S V Q P J E C Z N E J K F 0 B F V B B 

O. S K 0 A Y A H E 0 D H 0 0 F H G M I S 0 Z N E J U G 0 Z B F 

Military OrYPtanalysis, Part III, 6-p.l, 1938. 
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l 2 3 4 5 6 

A. V B B X D J Z M H F S T J Y T Z D V E K Y B R Q. Q A G C Z L 

B. P D S 0 A X B F C R Y V E F 0 V V Q, L S K B S K 0 H X Y P W 

10 3. The following message was the reply to that in Problem 2. 
Solve it. 

VALLB AVPJX AHEOD HOOFH GMISE BHQXD 

HCVPV THTPR YJ 

Military Cryptanalysis, Part III, 6-p.2, 1938. 
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40 la. The following represent the beginnings of 20 cryptogrOJnS 
enciphered by means of the obsolete U. So Army disk with a running 
key. All the messages begin at th.a same point in the key. Solve 
the first two groups of each message. 

1 2 3 4 
l. BKGWH E Z LS I F Q PSS GYKXS 

2. ZOCAG EKls.AB HNDMZ PMWVW 

3. DXYCP EJLER HNKGE Z I Z D K 

4. OBISV GM JS I QGMEZ CNDWG 

s. BKXQC PMTHR HMHEH .ll. T KW R 

6. Z H V .ll. P HMLZT WW NRA FWGBF 

7. OOKXB EKLEC F Q PSS GYKXO 

Bo BKWKP QT TE R H LT Q F FWKBG 

9o l'lXIMM P V Q EE P I T T H C X Z DK 

10. VlfHIRX AB TWP GA KAH LXTKH 

ll. J ... KZBC EIRNF Q c x s 0 GIWOR 

120 AKRA G PFZKP WBBNZ LQDKT 

13. BK GK I IVQRB DNGEZ LNBSC 

14. ZHVQ.Z CFQYA OXXRK NUVOZ 

15. BKI:IAC EZCOV T K KN S QTABW 

160 BK U AC NIEGH NRTLK F 0 S G Z 

l7o DXIPT RILE T 0 LB CI T I AB G 

Military Crypturm.lysis, Part III, 7-p.l, 1938. 
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1 2 3 4 
18. OBTWC ELNKN HBXMZ TWJHK 

19. BK X Q 0 POQYO SQJWZ LNBWK 

20. AK RAC IBP SA QQQMB PMAXR 

10 ~· What are the first 15 letters of the running-key text? 

50 a. The following was enciphered by the same means as above, 
with a di££erent running key. The running key is presumed to 
have been taken from an ordinary book in English. Circumstances 
surrounding the transmission 0£ the message suggest the presence 
of one of the words BATTALION. BA.GGA.GE, and UNLOAD in the plain 
text. Solve the message and reconstruct the running key. 

l 2 3 4 5 
A. QA S 0 D P K A S H L Z E H A Y 0 T Q L R Q Q J X 

B. 0 :M E Q K F U S B M A K Y L P 0 W Y V D J F H T 0 

C. R K D N B E I N P D V W P K 0 L WA E N A E F G A 

D. V A M Z C F I S C X N P B G K W T A 0 A R Z B D R 

E. EH A RH 

Military Cryptanalysis, Part III, 7-po2 1 1938. 
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100 1. Solve the following messages, all intercepted on the 
same date. Prisoners state that the enemy is using a cipher 
:ma.chine, but nothing is known about its operation. 

Pi.iESSAGE NOo 1 

RXOWZ U Z U L I KT 0 GD F C J T G FMKLR 

REAVH JVSM.li. YT I Z G AAFWG E H N C C 

ACYAE ED GP A I JN Q F T GT XL KY BE 0 

HJQQS DP PKG HUNRS U Q I. R K MOUPJ 

MCTYV W'OTXD S C X C K XCPRA cxxxx 

MESSAGE NO. 2 

IUKWX Y 0 KC F S 0 N S F HSRFV ONZKU 

NDYAZ M Z H NC CACY A 

MESSJ.GE NO. 3 

W L Vf T L 0 H CH N M QR Y 0 ND X J Y JG UV G 

QC JS I OOZDV VMBMY DASXH Y C Q 0 M 

LOT WR CE U ZN V C NT P YQNJH T T Z K N 

QGMSW RVPWR FWGAN C R D C T C J T G F 

PONMQ DEMBV DZKYN N Rt CC AHIHY 

ZPONL OYTDG WR GAG 0 IS G Q D 0 HS T 

I J L I F NNRWS IF Q J I J J Z KU D T Yl E W 

PXZUA QJAJS I 0 C R F KVMBM MI V KB 

Military Cryptanalysis, Part III, 8Mp.l, 19380 
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MESSAGE NO. 3 (Continued) 

AFXNM JN HI Z SYOZH NFGZZ MY AXT 

ZZXYH R; C F F T IQ D GD E GP G ]).i TA 0 BY 

F SD PG LIE QA TZXOV D Z I P L KICVP 

NE I HK B P D K"V A V :M P S PF HZ R WKISC 

GRFFD FWBUA VMJRI L 0 PDP XOXFX 

MESSAGE MO. 4 

RU J JN G 0 T F E I I E Q J p c c G Q VfZSED 

HGWRY T I CT V FXJTU MDARH 

:MESSAGE NO. 5 

BHAEX XHELU OARBZ ZR BP F WZIAU 

S GD X P 0 NB J L CS T J W G ND HG GS G LP 

BYUNV ZUTGR G CS J Y X:MNFZ NP LIZ 

ARUVJ v c p 0 p NQFXT RX SPX GS C X C 

KXCLV 

MESSJ .. GE NO. 6 

XQVNM QRYDA BHKLY MD GQY 0 HS Y Q 

OZSMX CLAIW Xb.VBS HACMC S HK T C 

WWOXK T K ZS Y I Y Q C D PXQSV CAORX 

PMXES S L K 0 D 0 BT Y F FNF G J .. J .. NJ..TN 

MESSAGE NO. 7 

PG SAW OGTIQ GB CU Y IL PH F H VIL G 

EDXSW AG I KU D T W T I J J T p K CXNKT 

v 1vi v x Q UH K Z E RQTEH T J BX K UFXXX 

Military Cryptanalysis. Part III. 8-p.2. 1938. 
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MESSAGE NO• 8 

ZUNXW KZTGC TnFDE KKIOL FTZTS 

ouxxx 

Military Cryptanalysis, Part III, 8-p.3, 1938. 
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85 lo The following three cryptograms have been enciphered 

·. .. 

by a cipher machine employing two primary coraponents which are 
shifted according to a very long keying sequence. Each 
message starts at a different point in the keyillf; sequence. 
For purposes of simplification, it will be stated that the start
ing points of Messages Noo 2 and 3 are not more than 10 intervals 
forward or behind the starting point of Message No. lo Find the 
proper points of superimposition of these cryptograms and show 
the actual and expected number of coincidences for the various 
superimpositions you try, using diagrams such as those given in 
the text and specifying in each test the messages and superimposi
tion points involved. 

Noo 1 

K D GI 0 J T PL 0 s KWAP HU CB C JY11CS VLWAH 

v z c Q u HOD CC RP NT X NA D I H MJXKP PX C 0 T 

XUMTL HGWAH NPWQJ P NT OM F Z TA I F BJ DH 

MBZVV CA US y Q S I K Q OPMUX XXUNT FFKYT 

N NS CJ Z NZ C G CK 0 RP Z U B S N TYE Q L NZEWD 

ZPQQV XNRBX SJ AG A A AUG A YWBDG C Z F G M 

UBHDA WWW KI KFIEB GNFFE 0 0 0 I L QLXED 

DNHAT JG G X J vuwzz GA HK K UP J TU KXVFD 

VTMJN GWHZX G L 0 U 0 I UY M J WVWEX PUG G C 

LRJFP VRTMM QT G Y C BAE HY CE KT Q VNXOS 

D NG F C WJRWC QCAPC S IE AS SXJLA LLB J J 

NZVZP ZS J EV PZWTL RKQOU VWVPO 0 H I H E 

OPNMM A QI ED LWJHD X T J HJ Z I 0 D V ST DE I 

Military Cryptanalysis~ Part III, 9•pol, 19380 
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AZ PL G I T PIH GSTDO GE GU P V'fLSMN DY F BY 

UKJFH V 0 Z L V GYXNW I V R T F IUQHV xxucz 

F L X Q W GQIVV MCUHP TBVLX CRVMO NXMWO 

GKBVY XABFV RHYFZ BU UR 0 

No. 2 

B P D I N I I J W L I U 0 UV HMKHL E Z G CU ANH SE 

K J AS R JP Z L X SN Z I B WNBHP PH Z XL K GS S T 

NXJCA HJQEU RUF JV HYE I G DZQUC HT BP K 

KVLMW WREIV D H • H 0 L B H U I EB DH K EC DZ P 

CIHSQ LPYFR P GT Z F FAOPF B HQ Y H TAMVC 

DXNNX HF G WI Y K HI I WXGOB EC M X F KEKMN 

VPWFA XVFTH X T PB V I I 0 RV FKYMY QVTUW 

J F VP S AEUOO AGRQK MQDDI UATVC SMMGG 

WT KW I NG GE K 11.'.i ET J Z J 0 Z XI C T 0 G Z C X T G H 

S Z E T J TZHMA VB FF T WC E 0 I YR TU 0 KY Z GE 

MWHTE 0 Z I PM A S K C K 0 Y X G Y QHLOVl NBD Z B 

YRS EE TB V 0 I L S H Z C P Z HSN RPZLV K Iv1 K N S 

QYUID ZLGIW XNGXH QNVYO KTAXO TN J F G 

NFFKY HZ RS Q Q c Q c c PF KC Z BPRAX JAUME 

HVSVN D J UC T LPHWD XMOQD TUQMH DFMHW 

M ZN SD QM NTH PIYDV S T F R Q JNDGR BT Y NV 

DUKXP 

Military Cryptanalysis, Part III, 9-p.2, 1938. 
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No. 3 

CHUVO XBDBO CYMNL UQFUV RYQUM HUUAQ 

WRELF ASRNV ZUGSQ VDXJK CXUFX IZDBU 

CAUUM ONZPK XXLII TXUGR FMTNB UMSWY 

OXPGH JSZVT HZZNO YVIBZ LZAPZ ZTWUY 

JEROQ CQLLF UWKAX YWGDJ LW"NZW ZGTWO 

LWKMU CELCO JSQYV BHPCP PGWUQ HNVNQ 

CRVXZ OILNP DDANU DIIUQ LDZDY FXJWW 

CTRUO BFZZE RBFIS ZXDBY RWLNX LMWBT 

BZMHL DRKTX UMJEV XYMMD DZ GUI AFAPF 

TYQLG SJXWA KZXHZ AEHVA WTKCL AADXW 

CYYCH OJVSE YOROO ZPVLB ISZFL UOVMT 

NZABF TTMRK QPQHB BNVZG YJAFD PHVYF 

AIBPT KCSXY XNEXR PYYOU ZIIUU CSOEK 

JJTPK TQMON NSEMN GHMMX LUYWF ZJXZS 

BWWVP CLNAV BZXNW UUXDG RENQI XJYJJ 

I OE OZ ULKYT BEGSF DQARR QVRDE 

15 2. The primary components involved in the three cryptograms 
of Problem l are reversed standard alphabets. Solve the first 
few groups in each messageD The text is strictly military and 
may be expected to contain such words as ARTILLERY, BATTALION, 
BRIG.A.DE, etc. 

Military Cryptanalysis, Part III, 9-p.3, 1938. 
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40 la. Of the foll~wing 10 frequency distributions the majority 
are monoalphabetic. Find them and indicate your answer by plac
ing a check mark in the appropriate place in the diagram belO't'le 

(1) 2 l 2 2 l l 2 2 l 4 l 3 l 9 3 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

(2) l 2 3 1 2 3 1 3 l 4 1 3 l 4 1 l 1 2 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

3 l 2 l 2 4 l 3 2 2 4 l 4 2 3 
(3) A B C D E F G H I J K L M N 0 P Q R ·s T U V W X Y Z 

(4) l l 3 l 2 2 2 l l 3 l 2 l 4 2 2 l 2 3 
ABCDEF·Gifl-JKLMNOPQRSTUVWXY"Z 

(5) l l lO 2 1 l l 2 l l 3 l l 2 l 2 2 2 
ABC DEF G HI J KL M I'l" 0 P QR ST u·v WXY'Z 

(6) 3 4 l l 2 4 2 l 4 4 2 2 3 2 
A B c DEF' G H I J KL M Nop QR s T u v·w x Yz 

(7) 2 2 2 4 2 l 2 3 l 3 2 2 4 2 3 
,. A B C D E F G H I J K L M N 0 P Q R STU V W X Y Z 

(8) 2 l 5 l l 2 1 l 3 3 1 8 3 3 
ABCDEFGHIJKLM1fOPQRSTUVWXYZ 

(9) 2 l 3 l 2 1 3 l 2 3 2 1 4 2 2 3 l 1 
ABCDEFGHIJKLMNOPQRSTUVWXY"Z 

(10) 5 2 2 l 2 2 1 l 3 2 4 3 1 4 2 
AB c DEF G HI J°K L MNO p QR s Tu v'w x y z 

Military Cryptanalysis, Part III, 10-p.l, 1938. 
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ijniatri but ion!' It Monoa.lphabetic Non Monoalphabetic Deoi~ Surely 1 Probabl~ surely Probably Suspended 
t • I I 

l I I 

I 

2 

3 

4 --
5 

6 

• I 7 

8 i 

9 

_:j 10 I I 
I I 

b. Using the X-test, ans,ver the following questions, show
ing the results of your calculations and presenting ~ summary of 
the reasoning which lead to your conclusions: 

5 (1) Which distributions are monoalphabetic and which 
are not? 

5 (2) How many di££erent cipher alphabets are there in 
the distributions classified as monoalphabetic? 

50 (3) Allocate the distributions to their respective 
cipher alphabets. 

Military Cryptanalysis, Part III, 10-p.2, 1938. 
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ARMY EXTENSiuN CuURSES 
LESSuN ASSIGNMENT SHEET 

SUBCOURSE Military Cryptanalysis, Part III. 

LESSON 11 

Weight: 

85 lo The ene:tey' is using a cipher disk similar to the obsolete 
U. S. Army cipher disk but with two difi'erently-mixed primary 
components which are changed every dayo The method of usill6 the 
device is to set the tir10 sequences according to a prearranged 
initial position and step the revolvable disk one letter forward 
in a clockvtise direction after the enoipherment of every lettero 
The following message was intercepted at 8:00 PoM• and was the 
first message of a new day's traffic. Solve the message sh01l'ting 
the solution of the first 25 lette~s of the message only. 
Reconstruct the primary components. determine the keywords upon 
which they are based and their initial juxtaposition. 

NOTE: When you have decided hO'V't to go about solving 
this problem, open the accompanying envelope. 

0 B DZ R DRUAJ P 0 DB J R Y Y D 3. AOXYX WBMA ' 

0 Q NEY FJVRM KHRLQ pc Q u 0 SLRXN E Vf WT E 

OUVZH NKAOA QFNQO USJIJ:i, IDE GM BYMLU 

KGZFQ Z Z WC B 0 Z C Q E RNUXD TRANT YDVPW 

CMLYG IV BSD DTNXH HPAON SQ AK J 0 I Z PR 

MEWAS QB L JU MSVTS H M. L K H QMSAL VB Z Q L 

OMMLH ISvTHP NKLKG QEUCK J K H 0 G TH PMS 

PZVDH UDNLW HDHVI CIT U X J Z BK R 0 IS ES 

ZQORL HHDHV D S K I M BNRBTJ T F N D E G:MBYM 

LUKGL IZLKV X DZ Z X J QB 0 J UOMUX CSEN}T 

B F Z B Z SP MUD SOR DJ CEVV'TL ED Z Y 0 EGUUE 

XWMFX VQJYA NZTKQ AKA XX JCXVIl MVTDB 

Military Cryptanalysis, Part III, ll-pol, 19380 
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XRIQE FXICA UQEZR YKTZK VZDVD QXYFP 

MMAOT IIMAW UZQNT XTHAV BINRI PWTBP 

LQPTK UAQQU ZXNYY WY INV KPVEJ SESZG 

TGUBC BLNFZ YNMPZ DKLEX HZYAD XRJPO 

PDHXF CKPDI DRLQU SIVEQ SJTQP ZGTPX 

LRQRM LICWI VfGVPL QVEAA !KGCF AOAQO 

HJUYB UTFNS ESZZK EUQFP 11.VRPE VBKTR 

GDWSJ DBHPC TQUTA CANSL DTDBV YCJYY 

HTS RP AERNU KPAYR DQPAK UOCIT HGUYF 

ROOHL HFGZF IBFWG BYlTBP OBDZR DRUEV 

PLRHT KBKLU RMJCK LELHV Y 

10 2o The foregoing message was one of many transmitted by 
onemy stations from 7:00 P.M. until 11:30 P.11., 10 June. The: ::i.t 

11:45 P.Ma 1 10 June, the message labelod Noo l below was ir-~er
cepted, after which all enemy stations were silent until 4:00 AoMo, 
ll June, when tho single short message labolod No. 2 belo'llv was 
intercepted. Solve these two messages: 

Noo l 

11:45 P.M., lO Junoo 

(5) A G S U H H P R C S A R A A K 0 I Y E B L T Y H D R S A R K 

SIT LO XWQ.HM ADHDW ELUSX UUXZZ MGGVK 

NEAGI Slt,UHG ODHNL DLEOO QUCRX XYLFY 

MJWPJ ODF 

No. 2 

4:00 A.M., 11 June. 

(5) B B I X J N Y L V G C Q V V 0 U P K C ll 

5 3. What important principle of cryptographic security docs 
Problem 2 teach? 

Military Cryptanalysis, Part III, 11-p.2, 1938. 
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123456789Wll~IBM~W~~~IDa~re~~~ 

OBDZRDRUAJPODBJRYYDRAOXYXW 

BMAZOQNEYFJVRMKHRLQPCQUOSL 

RXNEWWTEOUVZHNKAOAQFNQOUSJ. 

IFIDEGMBYMLUKGZFQZZWCBOZCQ 

ERNUXDTRANTYDVPWCMLYGIVBSD 

DTNXHHPAONSQAKJOIZPRMEWASQ 

BLJUMSVTSHMLKHQMSALVBZQLOM 

MLHISWHPNKLKGQEUCKJKHOGTHP 

MSPZVDHUDNLWHDHVICITUXJZBK 

ROISESZQORLHHDHVDSKIMBNRBU 

TFNDEGMBYMLUKGLIZLKVXDZZXJ 

QBOOUOMUXCSENNBFZBZSPMUDSO 

RDJCEWTLEDZYOEGUUEXWMFXVQJ 

Y~NZTKQ~K~XXJCXVUMVTDBXRIQ 

EFXICAUQEZRYKTZKVZDVDQXYFP 

MMAOTIIMAWUZQNTXTHAVBINRIP 

WTBPLQPTKUAQQUZXNYYWYINVKP 

VEJSESZGTGUBCBLNFZYNMPZDKL 

EXHZYADXRJPOPDHXFCKPDIDRLQ 

USIVEQSJTQPZGTPXLRQRMLICWI 

WGVPLQVEAAIKGCFAOAQOHJUYBU 

TFNSESZZKEUQFPAVRPEVBKTRGD 

WSJDBHPCTQUTACANSLDTDBVYCJ 

YYHTSRPAERNUKPAYRDQPAKUOCI 

THGUYFROOHLHFGZFIBFWGBWTBP 

OBDZRDRUEVPLRHTKBKLURMJCKL 

ELHVY 

Military Cryptanalysis, Part III, 11-p.la 1938. 
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PlWBLEM 11 .. CRYPTANALYSIS III 
FREQD""ENCY DISTRIBUTION TABLE 

1 2 3 '.!: 5 6 7 8 9 ID 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

A 0 1 2 0 0 2 0 3 4 2 1 0 2 0 3 2 0 3 

B 2 3 l 0 l 0 0 2 0 0 0 l 0 2 1 0 l 2 -
c 0 0 0 1 1 0 0 ;i. 0 1 0 0 1 3 0 0 2 2 . 
D 1 1 2 3 0 4 1 0 l l 0 0 2 3 0 0 l l 

'---'-- --~- -
E 4 l 0 1 7 0 0 3 4 1 0 1 0 1 1 0 0 1 . 
F 

G ~ 
4 0 0 0 l 0 0 0 1 0 0 2 0 1 3 2 0 ,___ 

0 1 1 0 0 2 0 1 0 1 0 0 3 3 l 0 0 0 

H 0 1 4 0 l 2 2 0 0 2 0 2 3 2 3 l 0 1 - . 
I -J l 0 3 2 0 1 1 0 0 0 l 0 0 0 0 1 3 0 

0 0 4 0 0 I 0 0 1 1 2 1 0 1 0 2 0 0 0 
-

K 

L 

0 0 0 0 0 1 0 0 3 l 0 2 5 1 _42, 0 2 
-

0 3 0 0 2 0 0 l 0 0 6 2 0 0 2 '0 ·.1 3 

M 3 2 0 0 1 0 3 1 0 2 1 0 0 1 0 l 0 2 . 
w 0 0 6 0 0 0 1 0 1 3 1 0 1 3 0 2 1 0 

0 2 1 1 2 1 1 0 1 4 0 0 2 1 0 0 1 2 0 

p 0 0 1 2 0 0 4 l 0 0 4 0 l 2 2 0 0 l 

Q 1 0 0 0 0 4 1 2 0 2 0 3 2 1 1 0 1 0 
--

R 3 1 0 0 2 1 3 1 1 2 1 0 2 0 0 1 3 1 

s 0 3 0 3 2 4 1 0 1 0 2 0 0 0 0 0 2 1 

T 3 2 0 1 2 0 3 2 2 0 l 1 0 2 2 0 l 0 e u 1 0 0 3 1 0 1 4 0 2 4 3 0 1 0 2 2 0 

v 1 0 1 2 l a 2 0 0 1 l l 0 1 0 4 1 0 

w 3 0 0 0 1 3 0 !o - 0 l lo 1 0 0 0 1 0 0 

x 0 2 l 1 1 0 0 1 l 0 1 1 0 0 1 4 0 0 

y 2 1 0 0 3 0 0 0 3 0 0 3 0 0 0 l,~ 2 

z 0 0 0 6 0 0 3 1 0 1 1 3 0 0 4 I o 2 I 4. 

Letters Arranged 
Accordi~-~o Fr~quency 

34 D 28 0 T 22 
33 u 27 EH 21 
32 Q z 26 v 20 
31 R 25 MS 19 
30 24 INXY 18 
29 ABK LP 23 17 

Military Cryptanalysis, Part III, 11-p.2a, 1938. 

1 0 2 0 o. 
0 0 3 5 0 

0 0 2 0 0 

3 0 4 l 1 

1 0 0 l 0 

l 1 0 l 0 . 
0 0 2 Io 1 

0 0 2 0 0 

1 1 0 4 1 

l 0 0 1 2 

3 1 0 2 0 

3;0 0 l 0 

0 0 5 210 
! 

0 11 1 o 1 s 
0 1 0 1 2 2 

l 3 l l 0 

5 0 0 3 1 -
0 3 1 0 0 

0 1 0 0 0 

0 3 o 1 o 1 

0 l 1 0 4 

1 5 0 c 2 

0 4 0 0 2 

1 0 1 2 4 

2 1 1 0 0 

2 0 i 0 I 0 I 2 

J 
c 
FW 
G 

1 

l 
2 

2 

0 

0 

0 

0 

0 

0 

0 

1 

0 

0 

2 

0 

0 

5 

0 

2 

1 

2 

0 

0 

4 

3 

I 

0 0 

4 0 

3 0 

0 2 

0 0 
·- ,____ 

1 0 

1 0 

1 0 

2 2 

0 Ll 
-- l1 3 

* 
1 

0 

il1 ---
0 5 

l 4 

0 al 
5 ol 
0 ol 

-l 
0 2! 

I 
0 01 
1 lj 

2 01 

o 0
1 

~~.1 

29 
29 

19 

34 

27 

18 

17 

27 

24 

20 

29 

29 

25 

24 

28 

29 

32 

31 

25 

28 

33 

26 

18 

24 

24 

32 

681 
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ARMY EXTENSION C01'RSES 
LESSON ASSIGNMENT SHEET 

Military Cryptanalysis, Part III. 

12 

DE'YAILS OF SYSTEM 

The ene:nw is using a cipher system (possibly a machine) 
concerning which the following information has been deduced 
from cryptanalytic works 

a. In general the system is like an ordinary repeating
key cipher. It uses two differently-mixed primary components 
which slide against each other to produce a set of 26 secondary 
cipher alphabets. (The primary components are derived from 
key-words, by key-number transposition, and the keywords change 
monthly.) 

b. Each radio net is daily assigned a different message
keyword-f'or enciphering messages within the net. These key
words vary from 5 to 20 letters in length; their composition 
determines the specific secondary alphabets to be used in 
enciphering messages. 

c. The encipherment of a message can start with any 
one o£ the letters of' the message-keyword, there being an ----indicator in ea.oh message which tells the recipient with which 
letter of the key the message begins. The indicator is usually 
the lst group in the text and the meaning of' every indicator is 
known. The indicator AMA.SS,, for example,, means that the 1st 
letter of the message is enciphered by the 1st letter of the 
keyword. The oomplete list of indicators and their values, is 
as i'ollowss 

Indicator 

AMASS 
AMITY 
ARROW 
ASSAY 
AURAL 
AV AST 
AXIOM 
A Z T E C 
BRICK 
BR 0 IL 
BR 0 0 D 

Letter of' keyword with which encipherrnent 
of message commences 

lst 
2nd 
3rd 
4th 
5th 
6th 
7th 
8th 
9th 

10th 
11th 

Military Cryptanalysis, Pa.rt III,, 12-p.1,, 1938. 



..... "' 

~ight: 

90 

REF ID:A60198 

Indicator 
Letter of keyword with which encipherm.ent 

__ of_Jl!~ago commence~---

BRUTE 
BUGGY 
BUGLE 
BUMPS 
BURLY 
BUSHY 
BUXOM 
CABIN 
CALYX 

12th 
13th 
14th 
15th 
16th 
17th 
18th 
19th 
20th 

d. After this initial appearance of the keyword (either 
in whole or in part), each subsequent cycle of this key uses 
the same set of cipher alphabets but in a different order. 
That is, the order varies from cycle to cycle and does not re
peat for a long time. For example, suppose that on a certain 
day the keyv1ord for messages originating at Station A is ilARVEST, 
a 7-letter word. A certain messap;e begins with an indicator 
that shows that the initial key-letter employed is the R. The 
sequence of alphabets for the initial cycle is therefore 
R-V-E-S-T. For the second cycle the order of use of the 7 
alphabets might be T-A-V-H-R-S-E; for the third cycle it might 
be V-H-S-A-R-E-T, and so on. In this case there are 81 
(8x7x6x5x4x3x2x1 : 40,320) different arrangements or orders 
possible. Just what detormines which arrangement will be used, 
that is, the sequence of orders is unknown. It seems to be 
governed by a long and complex key. 

* * * * * * * * * * * * * * * * * * * * * * * 

1. On a certain day 25 messages were exchanged by the radio 
stations vlithin one of the radio nets of a certain division. The 
beginnings of these messages follow. Solve the first three 
groups of each message and reconstruct the primary components. 

l) AVAST JEXTW YCKGE EXWXV I C N R J GUM SF 

2) AXIOM X Z J 0 R DV?lHN EQPEM I HY IQ EGKVI 

3) AURAL SJ EC Q UYKCA SEE CA NSF SY I X 0 K J 

4) ASSAY NGLWR SWBYA J Q 0 EK FI MR Z FXUEU 

5) AZTEC WJOKK RREZD WI CHY DRRVE JLBMZ 

6) AXIOM EBDKK KPOEH UMIVH NRNJE EYJHE 

7) ASSAY QFNEII GWFRH ZJAGG HNCRS X CS SA 

Military Cryptanalysis. Part III, 12-p.2, 1938. 
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Weight: 

8) A UR A L GQEBH T B W C C ISXAL MOWNK 0 KHU E 

9) A :M A S S YiiXDK AEYPU YGMJD SJ JN X DJ E GR 

10) A M I T Y UHNWP YD LIP KUVLE DC JI A KUNJD 

11) A MA S S YTXQI VBWJT FU HAR DEODX T NG C 0 

12) A X I 0 M EB DK K MBWMU Y C J Q D KHRES SA J C J 

13) A VA S T JEXTO CAB I C TWDDX S JN D Q ES J LB 

14) A Z T E C V VV E R U Z I Q Z X KTKFQ DGNJW ED BER 

15) A R R 0 W' FTVXL BAWBB CS G X C C JI HS ZN Z J 0 

16) A S S A Y HI CY K NI FA C HJ J QI PIMVS c 0 z I C 

17) A VA S T JEHDC RRFIW LOVXP 0 RD RP S 0 AD N 

18) A VA S T GE BAM ZUNIW SCALP CKE FI P C C C K 

19) A S S A Y HKFYR PKSVX KXXJR WHSZL B IS D C 

20) A MA S S Y T Z Z Z J TL PM Y KL FL D Q C P I B I G V::: 

21) AURA L AJELP CRACJ DVLRH NT Z TB XUMRD 

22) A S SA Y HIE MS DIGM:L RED EU KNPKE RF ZS E 

23) A UR A L G Q"E BP KRUVB .L E X U L , C F 0 ·c W P s .Q ·c P 

24) AV AS T J EH DC YGXXX TB M J H N R Z L F T 0 CLE 

25) A UR A L GQEYD T Y C I I C T 0 H P XSWCD RGVMI 

5 2. 11hat is the message keyword for this unit? 

5 3. What are the keywords from which the primary oomponents 
are derived? 

Military Cryptanalysis, Part III, 12-p~3, 1938. 
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Anr·~Y EXTENEION cmrnsES 

SQI,UTIOW~ 

SUBCOURSE Mili ta:ry C:ryptanalyshi, Pi:: rt LU 

LESSON 1 Aperiodic ke;fing by word length fl. 

Weight: 

15 l.fil.. Solution is obtainable 'by finding the plain-

5 

component eo~uivalcnts (rov..:rsed stanClard sequence set 
against the norir.al sel1ue11ce) and then completing tho plain
component sequences. Ei:..ch pla.in-t.ext wcrd comes out on a 
single generatrix but the &ucccf.sive words reappear on 
different genera"tricos. The:: letter-for-letter decipherment: 

T u }!; s D A 
C 0 RPS AVIATIOH Rr~l'ORTS TH AT AT 0 N h 
RFCE:B LJZMUBMGH N A P Q N L M z L S Z DK MN W 

y '.I: 
F' IVE F' 0 U R 
T Q DU 0 ]!' z c 

y T 
T R 0 0 P S W A S 
FHKKJG XTB 

u E s 
F I V E ~ 0 MOVEP:.l!,N 
P r.1 z "- R Q G E X 0 G 0 F 

u 
OBSERVED 
G T C C~ D Z "l R 

£. Keyword: T U ~ S D A Y 

D A 
T 0 1l' ENEMY ,., p y WN\'iOC L 

30 2. Si11ce the cipher te:r.t if. t:_ronpe:i according to the 
original w.:>rd lcngl:,h:;, idiomorl'hic word.:J sucn as ATTACK, FIFTEE~I, 
etc., c::m reudily be f.pottoJ. AsC:.Eming a mixed cipher com
pone:nt. sliding ogr-dnst ~he normal pl.!:dn component, and applying 
the princt ples of dircc t s,vmm.:itry of pod tion in the recon
struction of ti1e formor co111po11:nt:. soJ.uUon is obtained as f'ollows: 

p ..t:. R M A N li' ..,,, 
G A S A T T ,\ C K 0 N ft I R D l~ 0 M J::: A T z ERO EI G H T 
NI' M I!: S S E V z A X MP EC EH G Q AN T J 0 L ABWY C" .... 

N T p 1 R 
FI F T 'l!. E t~ s T 0 p N 0 G A S U A L T I E s I N 
V K V R J J Z 0 D Z L l~ K VE F H E L S B A F IX 

A N E M 
S(,.i.UADROU 
JUXMCI~NT 

P E R G 0 N N E L S T 0 P .4.. N T I A I R C R ,~ F 
S B G T F P P B D D R L C E Q S R E B P V P E K 

Solutions 
Military Cryptannlyfis-Pert III, 1-p.l, l9J8. 
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2. Con·Lim.1.er'l: 

N T P 
D E F E N S E H A M r E R E D A T T A C K 
E.TVJZDJ XTBLT<,Ci!EU PZL..PSJ 

E 
S T 0 P 
r' S 0 D 

R 1V1 A N 
A I R P L A N .F... S N 0 W B E I l~ G D E C 0 N T A M I N A T E D 
RIYKJRXHB TNK KBCPZ E.TUL2'RNMKZNRJ.D~ 

The primfi.ry components a.re as follows: 

Pld.n: 
Ciphar: 

A n c D ~ F Q a I J K L M N 0 p 1 R s T u v w x y z 
X A K W Y B M Z L C Q 0 D R P F ~ H G T N I U E J V 

The mixed component is dl.:lrlved by transcribing the colum'1'3 
(from left to rlght) of n simple transposition rectangle based 
upon the ke~~1ord XYLOPHONE. Thus: 

XYLOPHNE 
.ABCDF'GIJ 
KMCtRE:TUV 

Sequence: X A K 7/ Y B M Z L C C<i etc. 

40 J~. In 11,!es~agc..: Ho. l t.hc; :?eqmmce LBZTI.SSIBG is repeated 
in Messoge No. 2. This id.i.omorph sugrests the word ARTILLERY. 
I:m.."nediatoly preceding tiiis eequ~nce in !'lo. 2 is the sequence 
WGWHP, which is isom0rphic with the segue.nee PMPBN which 
precedes the LBZitSFIBG sequence in No. ::;.. The wurd ENEMY 
f'luggosts. i tsel.t'. With thc::se word a ~·.nd r.cq-:.11::mces as a start, 
th~ reconstruction 01' tho primncy mi:;.:cd cipher component is 
not difficult. Tho lott<:!r-for--letter ducipherments ere as 
follows: 

No. 1 

C' L I D 1 R L• 

A T T b. C K B EGA N T H I s M 0 R !J I N G A T Z E R 0 
E I I S A J c I O LA !~ s x v z ,J GI.!: WE A EA DX T v 

u L }!, s L I 
FIVE Z E R O F I V E 0 C L 0 C K W I T H HEAVY 
FA LP T I B K "[' Q 1N G TA V T A J V R Z D SR IT Q 

D }!; h u L 
A R T I L L E R Y E U P P 0 R T A N D f\ B 0 U T FIFTY 
DGLWMMSGU XKPPRSP. HJ S U 0 Z T G U R U Z G 

Solutions 
Milltary Cryptarmlysis-F•t"t't III, l-p.2,1938. 
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3§.· Continued: 

E s L I D E • R 
T A N K S S T 0 P S I!: C T 0 R 0 F 0 U R FIFTY FI1''TH 
A E D I: .x-. N I."T' L" I ~: I Q z K B Mp J C G T Q T A M AYAC'N 

u L E s L I 
D I V I S I 0 N w .~ s P fu N E T R A T ~ D T 0 A B 0 U T T W O 
RALAHl. Z M V L M P G D G A S E h G H I T L C K E Z H L M 

D 1 R U L 
HUNDRBD Yf\RDS STOP I5NE~Y ARTILLERY 
K C E F G S F M E e H X I.. C V H P M P D N L B Z R S S I B G 

E S L I D E 
V E R Y A C T I V E 
WGSM SAIZOW 

0 N ~ I L Z E R 0 S E V E N ~ U N D R ~ D 
E A Z R S N R J M T S Q S E C K D H S G H 

R u L .I!. s 
0 C L 0 C K R T 0 P 0 U R C 0 U ~ T E R A T T A C K B E G I N 8 
VFZVFM H G 7. ~ K E B V R K D A G S E A A E V I XWBZGN 

L I D 1:. 
A T ZJ!:ItO N I N E HUNDRED 
L Z N R JM E 1!l E D CKDHE'GH 

No. 2 

S L I D E 
ENE~JIY 1~hTILLERY SHELLING OUR POSITIO~ 
W G W H P L B Z R S S I B G V B H. W \\! X B :£. J C G P R X Q A Q R r 

R U L l!. S L 
S T 0 P S E C T 0 R 0 F F I F T Y F I F T H D I V I S I 0 N 
L C V H H P D G Z V K U T Q T A M Y Z Y I M N R J R M R K A 

I D ~ L 
T A K E N E Y ll I S T l N K S 
H I K R B R U C Q X C R J M L X X 

The keyword for the message if: SLIDERULE Dnd the primary com
ponents aro as follor.s: 

Plain; A B C D E F G H l J. K L M N 0 P Q R E: T U V W X Y Z 
Cipher: E J V H G T L C Q N I U 0 D R P F S X A K W Y B M Z 

Solutions 
Military Cryptanalysis-Pt.rt III, l-p.3,1938. 
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Woight: 

5 .3.£. Noting the.t the cipher component shows Rections 
identical wi lh sections j11 L:!'.lt: cipher compom::nt of Problem 2, 
it. is possible to b.Lcck off tLe i'.it::1nt.ical sections. Thus: 

1 l 2 t .'3 ' /.,. l 5 ' 6 X AK WY B ~ Z L 6 Q 0 DR Pr 8 ll GT\ NIU E F V 

For N0. ?..: 

6 I 4 \ 2 \· s ·\ .3 'I EJV 1 HG'I LOG NIU ODRPF'S 
l 

X !. K W Y P. M Z 

It soon becomes nbvicue tlu. t tho cipher component for N:::>. 2 
is based upon tho sw'.1e keyword c.nd rec l:.<...ngle as the cipher :::om
ponent fC'r No. 1, but thi; C:)l.unns in the transpoi=;iti-:;n re~t
a.ngle have l>een transcrlbe•l in key nw.1ber order. Thus: 

7 8 .3 5 .l 2 4 1 
XYLOPHNI!. 
A B C D f G I J 
K M Q li. 8 T U V 
w z 

Sequence: E J V HG~ L"C ~ etc. 

5 _g_. Hi_vina; reconstructi:.d the mlx8d cipher compcnent, the 
solution o.f a ~ubsequent m..:issnge enciphered by the same com
ponents but in e djff!erent ke;-. h: a simple mnttur. Converting 
the first fow ciphe.c lot.toJrs :intc: t.helr p]ain-cc,mp·mmt 
equiY~lents and then cuM.pleting thc:l phdn-0·.)mponc.nt. sequencer., 
tho solutL·n is ns follows: 

s 'To 
.L £.i c I L s 

H AVE di c I/ E 
fJi s 0 w .S L E N 

D 
I ,, 

0 u It 
It KS 

C 0 i:. r~. ,: N D P 0 S ~, T 0 R J 
U fl fi ~· N Y (1 Y W Z E H M B P 

S I X 
N Z n 

T ".. 

0 N L N I N :g 
AX N D Q D G x x Y. 

Solutic·ns 
Military Ccyptn.n~l:-,isis-Ptrt III, l-p.L..,J9JS. 
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ARMY EXTENSION COURSES 

SQJ,U'rIONR 

SUBCOURSE Military Cryptanalysis, Pa.rt III 

LESSON 2 Aperiodic keylng by word lengths, continued. 

Weight; 

30 1. Thjs problem is no different in pri!lciple from that in 
Problem 3.§!:. of Losson 1, bnt was int.roduccd in order to give the 
student a11 opportunity to take what appears to be a comple:.;:: 
scheme of c~nciphc11mont and rom()VC Lho c.x:i..1•aneous 11 trlmmings 11 which 
cryptograpr.ic invent.ors usuo11y omplo:,- wHh the idea that these 
additional elements impa-rt cryptuc.c~phic securit~' to their scheme. 
The solution of the "challlmge 11 Illl1SSat~u js as follows: 

C H A R L E S Z S U L Z E ll Z S H A R P E Z M I N 0 R Z 
VFUYOXNE OWY.I-TLDN AQWXVYI PZQHTB 

I N V E N T 0 R Z 'I· !I I S Z C B. Y P T 0 G R A P II I C Z 
DZLBZP.:KPG WGVIP N1',JARXSFKALTNZ 

SYS'l'EMZ H.ECORDEDZ ilARZ OFFICEZ 
H G H S F Z V J G E 0 J U G U S O Z B J U Y Y Q J K C 

W A S H I N G T 0 N Z B A N D Z L :::!: A D E R Z F 0 R T I E T H Z 
V B T W J P I E Q P A L S R E E M S N H S R Y Y U M A Q K .A P CJ 

ARTILLERYZ COASTZ ARTILLERYZ CORPSZ 
XHLIZZCHVM LRIIWJQ KFRTGGQFJZ RHTBEB 

PRESIDIOZ CALIFORNIAZ MATTHEWSONZ 
Y P B Q D A D K G S Q A V E C 0 F V Q P S D M M: Y J B V T L R 

COLONELZ FORMERLYZ NATIONALZ GUARDZ 
V.TOJWXOE TFDALDXYN TOXPETOSD RLMQBV 

The primary cip:i:1er componcmL is bnscd upon tho phrase A FROVfZY 
PHLI'.GM and tho compnnenti:3 arn afJ follovm: 

Plain: 
Cipher: 

A B C D E F G !i I J r.: f_, M N' 0 P Q :g, S T U V W X Y Z 
A B F C R D 0 I i'V J Z K Y N P Q J1 S L T E U G V M X 

30 2§:.. 'Ihe Ill.can leni;;th of words jn F.nglish telegraphic text is 
5.2 letters. \'fnen separators arc ·1sod t:r.e mean length becomes 6.2. 
Since a key-.Yord j r.i used in this case, 1..hon if ue should find a 
repetition of significant length the interval between its 1st and 
2nd appeara.aces should givo a fair indication of the length of the 
key. 

Solutions 
Military Cryptanalysis- Part III, 2-p • .L,193'.3. 
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key. For cxampl.u, note tht~ t1equence PBU'JGI ropeated at an 
interval of 41+ lcttors. If the mean word length is 6 it follows· 
that the keyw"Ord in this cnse s11ould be 7 or 8 letters in length. 
Now, since the rnpented sequence PBUVGI soems about in the 
middle of the message, if the text is r1ri·Lten out in lines of about 
45 to 50 lottors before and :iftor the ropotition, then each such 
line will contain about 7 or g wor:ir. oc.cl1 mono:ilphabeticaJ.ly 
enciphered by this keyword, and perha.122--'QY. careful scrutiny on~ 
can pick out the successive word ser:iarn.tors. Note in the follow
ing transcription hov: the repeated sequence PBUVGI has been used 
a.s a sort of OOS'J for writing out the :.ext in superimposed lines; 
how the V1ord separators P and I ap:,Jeur in the lines above and 
below the lines with this repetition; ho-.1 ccrtain iettors 
(E, Q, P, I, z, M:, D, L) ,J:-pce.r to be distributed on each line 
more or lass in acco:rdanco with the jntElrvals to be expected of 
word lengths. 

ANCKG~Hi':YJEr"'V\1J.Q.OVDY1lP.BNFNLUZJURW!tPOI~QVNYVBLI.MKQHYWPJ(QBQJI'BL 

Y,JJNL~T~JDZDV.QZLXZ£UMNAP1.MR.YJ ARPOZ.YBBl KUO'rMGQ.U.KBUI1. 

Y~JYQDVV}"'DG9.3GKGIGDCPBUVGIHJr.fLJOZ.CJSOKBQEOfilZOVQV\IK!(1 

JNZAE_DPE.QOGKUPDUVGIOJ.B.J~JE.V011B!\GFNMHLKXrvlJl.Vmrob 

CTl'XSU@VZJD.Q.DO.f.QSPBMJ.li1"1RRM2ZBCWMIY4VLQJQXBSir"ITB1. 

YJ&EDGVW.QZLVUUfPNXAQHLUB.!PLMOIZ.Y"li'l'MVGWLJQCli'IYNB1 

GKTYXCl'Q;:;.WEKFU.Q.ZDFI 

_£. Once the L~equcnco of cipher cq".liva.lents for the word 
separators has been ascorti.1.inod, this enables one to block out 
words and theso ha.v:i.11g been encipher0d monoali)hubotically, solu
tion ccmes rather f.>asily. Per exampJe, immodiatcly preceding 
tho 1st appearance of the sequence PBUVGI is t.he sequence 
QSQKQIQDC. Tho Q is, or course, the separator terminating the 
v1ord in front nf 8-QKQIQDC; th~ lfltter s'.lf."gests DJ.VJ.S_!ON • 

.£.• The primal'y ccmponont::; r...t•e b:rned u;1on the keyword 
DERD.'iATOLOGY and arc us follews: 

Plr.in • • • 'D E R M l·· T 0 L .G I' 13 c F H I J K N p Q s u v w x z 
Cipher • • • D E R M A T 0 L G Y B C ? H I J K N P Q S U V W X Z 

£:.. The keyword for tho massage is MUSKETRY. 

Sc..lutions 
Military Cryptannlysis-Part III, 2-r.2, 193S. 
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&.• The complete text is as .:.'ollowsi 

M U SK E T R y 
ANCKG~H\1YJEl!"'V\'lJQ.OVD\ii.EBNFNLUZIUR\'rRPOI~QVN1'VJ3LIMKQHY\VRKQB]2JDB1. 
EIGHT PRISONERS Frl.OM SEVEN'rY SEV.ti.:N'IH DIVISION INCLUDING ONE 

Ivl U S K E T R Y 
tJJNIAT.EJDZDV.Q.ZLXZfUMNAP1Mf11JP.R~Q~YBBYKUOTM.UQJ2KBUI.1. 
OFFICEH STATE THA'I 'i'HEIB REGIMENT ATTACffi"JD ON LEFT 

M U S K :&: T R Y 
YJEJYQDVVFDQ:.QSGK9IQDCPlmVGIHJMUOE_CJSOKBQEnMZOV~ViiICK1_ 
OF SIXTEENTH DIVISION STOP Fll'.S'i' OBJECTIVE WAS HILL 

M U S K t.: 'I R Y 
JNZ~DPE.Q.OGI~IOIH.JM~VOMB]!GFNIAF'J.K.XMQVWNV.1. 
FIVE TWO FIVE S'I'OP ·r.a:r~IP.. NEXT OB.Jl<~CTIVE HIGH 

MUSKET R Y 
CTYXS~V7.JI).Q.DO_EQ8PBM_!FMRRN£ZDCi{_MIK.AVLQJQXBSilVTB1. 
GROUND EAST OF MARSH CREEi: STOP FDtS'I' OBJECTIVE 

M U S 1: E T B. Y 
YJ~EDGVWQ.ZLVUUf PNXAQNLUB_!PLMOIE_YVT_MVGWLJQCWYNBb_ 
OF OTHEP. nm.EE REGilli!ENTS tmRTH A:t-.11) SOUTH RIDGE 

M U S 
GKTYXCiq)!rJEKFU.Q.ZDFI 
THROUGH ROUND TOPS 

40 3. Examination of the text disclosen four isomorphic 
sequences. They are superimposed for study. 

Isomorphs 

l 2 3 1~ 5 6 7 8 9 JO]]_ 
( A - U 0 N N Y 8 F M L U T 
( B - K V D D G Z Q U S K A 
( C - M D W W R 1 G C B M V 
( D·-·DYJJBKSNUDF 

These sequences contain all the lei.:.t,crs of t.he alphabet except. 
these 5: E, H, I, P, and X; so that even if we can construct a 
chain of 26 placos, we will have at lea~t 5 blanks in it. 

The application of the princjples of indirect symmetry of 
position to the lines of the superimposition diagram yields the 
following data: 

Solutions 
Military Cryptanalysis-Part III, 2-p.J, 1938. 
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A&B 
MUK 
ov 
UD 
YG 
ISZ 
TA 
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Isomorphs 
A&!J 
UMC 
OD 
NW 
YR 
SLB 
FG 
TV 

Isomo:rphs 
A&D 
LUD 
OYB 
MNJ 
TFSK 

The data .from isomorphs A anu C may be immodiately amalgamated 
with those from A and B. By careful study of the columns of the 
superimposition diagr.:un wo may ~dd dat~ as shown belou: 

Isor.i.or:.ihs 
A&B, A&.C 
CMUK 
WNDOVTA 
JRYGFQ 
BLSZ 

Isomorphs 
,.'\.&D 

AQZ.VGLUDR.CW 
TFSEOYB:MUJ 

As for the data under isol!l.orphs 1\ llild D, it is obviuus that we 
ure here confronted with one of two conditions: 

{l) Either the two sequences, by chance, ure the nearly 
completo halves of a single sequence of 26 let.tors, in which 
case we should put the two sequences together according to one 
of the following 13 arrangements: 

123456789Wll~~123456789Dll~U 
A G Z • V G L U D R • C ~IT F S K 0 Y B M N J ••• 

F S K 0 Y B M N J • • • T 
S K 0 Y B M N J • • • T F 

• T F S K 0 Y B M N J • • 

or else 

(2) The two sequences (AQZ • • • and TJ:t"S ••• ) represent two 
half-chaino of 13 letters each, the letters of which must be 
properly dovetailed in order to produco a single sequence of 26 
letters. Tho farrier hypothesis is not so likely as the latter. 
Wo could proceed ~110 test out the fo.1.>m(.r hypothesis, trying all 
1.3 arrangements mentioned above and sr;e:i.ng if tho interval rela
tionships can be mo.de consistent with thos0 givan by the actual 
data. This would bo a lengt..hy and lab0ri01.1.s procedure. On the 
other hnnd, we may assume the latte:r hypothesis to be true {that 
we have tvm half-chains) and try to dovet(Lil thorn properly so as 
to produce a single chain of 26 places, vn1ich is not so ddfficult 
a process. 

Solutions 
Military Cryptnnnlysis-Part III, 2-p.4,1938. 
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Suppose we superimpose the 1lQ7. ••• half-chain over tho TF~i ••• 
i.a.Lf-chain ~H) as tc give vaJ.uos t::.at vdll corres,'.)ond to any one, 
of the vaJ.ues ~lv13n j_n t11e parti!1l cnains CMUiC, WNDOVT~'\, JRYGFQ, 
or £L8Z. Thus, solccting V'f in tl1c' ;IDNOVTA cnnin: 

1 2 4 :., I' r' 8 0 10 u 12 J.J .,J 0 I .. 
A Q z v G L lJ D n c H 

T F s I': 0 ,- B M N J ·'-
l 2 3 L~ " 

.. ~. 9 ID ll 12 13 _, t" I 

It. wilJ l>n seem tl!.<"!t tt~is yic. lds ·ra hes consistent with those 
given by the partial chains U..."l<'l.er inrmorphr, .A&D. Now since wo 
arc probably rovllj· cloaling wi1,h he.Li' chains of 13 letters, wo 
may ropoat the J\.QZ ••• half cha:in in it::i supcrir.1position with 
tho TFS hall' cbain. 'fhur.: 

1 2 3 L~ 5 6 7 g 91011 :121_3 J_ ,. ? 4 5 6 7 g 9 D 1.l J2JJ 4 ·" 
A C~ Z VG r. lJ D Il C H A ~ 

.. v C.IJUDR cw . .... . . 
'I' F .... KOYBMN J ,_, . 
l 2 .., 

4 5 6 7 H 9 I) JlJ2 :i,J ~ 

Since this giv-os tho va.lue AJ, we conclude that the 1/NDOVTI\. and 
JRYGFQ partial chains can be combined at on~e into one chain: 

WNDOVT.AJil.YGFci 

In tho same wc.y the other partial chaj.ns may b0 added to this 
sequence until a. complete sequence {la.eking only the 5 originally 
missinc letters) has been cooplcted, as follows: 

123456789DllP-D~~ThTI~B~a~~~~~ 
WNDOVTAJB.YGFQ •• Br.nz. CMUK •• 

Tho problem states t:hat 1,he letter Z is being u.sod a.s the 
word sepu.:rator, hence tho let.tor ii.lmcdi'J.C.ely precedint; each 
isomorph and tho la.st letter of c:~cl"? if'omorph should be tho 
cquivalenl of Zp, the sep~rator. B~ studying tho various cipher 
oquivalcnLs of this St3parator let',or before and at the tail encl 
of each isomo.i:ph the i'cl.lowing pafrr, can b~ consl;ructed, which 
t:;ivc the segu .. mt vn.luc:J of lotter ~~P in ;::oquent ciphar alphabets, 
according to s0quo:nt kt;y lott.e ... ·s. T11us 

IT u o N NY 
,.. li' ML U 1 e;ivos iT'TI ["~ 1J0quont values for Zp iJ ~J 

]'.KVDDG z Q U' s I{ b II n. II II II II II 

AMDHWRJ.JGCBM,Y II l~°IJ II II II II II 

1. D Y J J B K 8 N U D I'. II TI~ II " II II II 

Unil;in[ tl:.e :Joquont va.lt1cG in a. cl1c.in, one e;ets the sequence 
NT TF FA .J.W == N'rFAV o.s the sucGossivo values o.f Zp, corres
ponding to succocsive key letters. Whether this is the entire 
sequence of sep1.lrator values, that is, whether tho key is but 

Solutiona 
Militl:Lry Cryptanalysis-Part III, 2-p.5,19~g. 
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5 lettors in length cannot yot be o.sccrt=i.i?lcd definilic.ly. How
evei·, onG might mnke o. t.L'Y at blocking out some o:r all oi' tho 
v;ords in the meoAnge by meo.u~ of t~is sequence or 5 separator 
vo.lues. Simply E:v thro1igh tha text or..d under line placlls Vlhero 
lottei·s of tho sequence NTFi•V occl.ir j.u rn·o?ur ord\lr. Thus: 

YRMLl GC!JH ~PFPl ~BAOL JDDDA 
? ? 

0 1'l N Y S I l, 'I' .E K VD D G Z ... 
Mow lot ur. \YC'rk b'lckvr.::.rd fro111 tJ. imor.n p'>in+.. It if: obviC'us that 
immediately r..reced:i.ng th<l ioomorp!~ UC·!..,N"If Ff.ll..U'i' there is, in tho 
plain text, ~ surxratvr lct.C.or, Zp• P'':lncc 7.p muot bo Ne. There
fore, the 'l i.mmcdi::1.tely pruced.ing !:i~ii::i M curinot be a. sei,)B.I''ltor. 
Tho V before the K must be Zp, Ll·E' sct--'lroto1·. Ir this is correct, 
thon the .A immod:bt.oly 1n i'ront of t~~t V cannot be a sepa.ra.tor; 
the A in BB!OB must be tho se~-u·nto~, ip. Ir this is correct, 
then the lat or the tno F 1s in HP.£..'Pi muot be the seporator E.nd 
not tho 2hd, si.nco if tho la.ttur ·u.:-rc the seporetor, one would 
have a. 2-letter word with both lettc1•u identical ( correspond.ing 
to BBc), which is :in1possible in Ene;lioh. By proceeding oJ.c.r.g 
those linos, b"'J ctll"oful obscz·va.tion nnd deducticn, the entire 
text can be blocked off into \lord lcngt.hs. Thus: 

Y R P.4 L T G C T J Ii H P l P F B B ! O B J S D D A ! K V H 

UONNYSFMLUT JLTF KVDDGZQUSK! OYY~1 

X~VWH NPWOT HIYUF ~BBA MUWURLGCBM~ 

CAQPN DPZGRGUGOST KJEGl IVCZYSA 

E X X ! H M G G X N D L R Q ,I D Y J J B K S N U D l P V Z D ~· ' 

The ciphur text can nov1 be convor"~cd into mon0nlphabetic terms 
and solved qui.tu rnpidJy. One mie,ht, to sati;.;fy curiosity, find 
tho keyword to the mess13.ge. It iJ D.tlONE. Tho solution is .a.s 
follows: 

D R 0 N E 
YOURZ PLATCONZ W I f. r. ;; I1 R 0 C E E D Z T 0 Z 
YRMLT G C 'I J E' II P F PFBD/. OBJSDDAV KVN 

D R 0 N 
GETTYSBURGZ VI AZ G E~·:TYSBURGZ PIKE Z 
u· 0 N N y s F M L u ·r IL T P K V ll D G 7. Q U S K A OYPDV 

Solutions 
Military Cryptanalysis-Part III, 2-p.61 1938. 
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E D H 0 N 
S T 0 r Z T .A K E Z 0 VER Z i.·l TJ L Z GETTYSBURGZ 
XKV~iN N P \1 0 T HIYUJ:i' ii BB A MDWWRLGCBMV 

E D R 0 
WIRE Z 1'' .A C I L I 'I' IE S Z S T 0 P Z C E N 3 0 R Z 
Cli.QPN D P Z G H G N G C S T K J l1 G F IVCZYSA 

N E D R 0 

ALJJZ CALLSZ FROMZ GET'l'YSBURGZ r/EST 
EXXV HMGGXN DJJRQT DYJJBKSNUDF PVZDX.:X.. 

The primary comrononts are: 

Plain • • • F E P Z H D 0 Y I B M V L J R S C N X U G Q W f. K T 
Cipher • • • G F Q X H B L 3 Z I C M U K E P \i N D 0 V T A J 3. Y 

These favo components were durived, by (key number) columnar 
transyiosition from th~~ koyv10rd~ ·:nSf-ZFUl. and THINKING. 

7 .3 5 2 l 6 '· 
HISHFUL 

Plain A B C D ~ G J 
component K M N 0 P Q R 

TV X Y Z 

Solutions 

6 2 3 5 4 l 
'i'HINKG 

Cl:)l'tcr A B C D E F 
c;or:1pcncnt J L M 0 P Q 

R.SUVWX 
y z 

Military Cryptanalysis-Part III, 2-p.7, J9'~-~. 
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./\Rill EX'l'EUSIOt·i COtP.lSES 

EOLUTIONS 

SUBCOURSE Military Cryptana lyf!i:J, P.<l.rt III 

LESSON 3 Irregular-length p.Lain-texL groupings. 

Weight: 

8 ~· This problem if! e11.sily read by converting the cipher 
letters into normal alphabet equivalents (using a standard 
reversed sequence aguinst a direct) and then completing tho 
plain coraponent sequences. The plain text reappears in 
irregular length sequences on different gener&trices, the 
latter corresponding with tho succef.lsive lc.:tters of the key 
FOGHORN. The solution is n::; follow,.:;: 

F O 
FIVEI-IU NDJi.EDI!JFANTT~YRB 
A X K B I L B L X ~ L G 9 ~ 0 B V ~ Q X K 

G 
PLACEME 
HVGECUC 

H 0 
N T S A TI E R E Q U I ~ E D T 0 R E F I L L C 
UOPHClDQi.1 YUGXKLVA:lif\.JGDDM 

R 
0 M B A T U N I T S A S S n 0 N A S 
DFQRYXE.TYZr.z z DDEHZ 

li' 
QUESTR 
PLBNMO 

0 
'E p L y 
K Z D Q 

N 
P 0 S S I B L E S T 0 P R E 
YZVVFMCJVUZYWJ 

2 ]2. The successive letters 0f the keyword FOGHORN have the 
following numerical values (in tho normal alphabet): 

FOGHORN 
61J?al5J8J4 

Each keyletter j s then used for 1mci.phering as many plain-text 
letters as its numerical value:. Thus, the setting Ap = Fe is 
usod for the first 6 letters; Ap = Oc, for tho next 15 letters, 
and so on. 

S 2.Q. This ::>roblen is i.rlcntica] in principle with Problem 1, 
but the primary components shift J'l'luch sooner tho.n in Problem 1, 
making th1J solution more difficult. 'l'he primary components are 

Solutions 
Military. Cryptanulysis-Pa:ct III, 3-p.l, l'J.'.).1. 
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both di:?.·ect standarn soquoncos. Thu k..;yword is FRIDAY and 
tho f;oluticn is us follow::;: 

F R I D 11. y F 
S E C 0 ND BA T T AL I 0 H HAST AK EN U 
X J H REU SR BB IT L P.. N FYQHY I J s z 

R I D A y F R 
p p 0 s I T I 0 N 0 N w .E S T s LO p E 0 FAM BR 
G G F J z B 1.-J WV R Q w c Q R Q JM U J T V: R D S I 

I D A 
0 S E H I 1 L 
WAMP L 0 L 

2 .Q. Tho ktt,crs of the koyword er:::. eiv.-~n numerical values 
corrr:Jspond:i.ng Lo their rcli.t.i.vo urdu.:"' i.::1 r..he normal sequence. 
Thus: 

FHIDA7 
3 5 4 2 l 6 

Ea.ch keylt)tter then C:l!ciph.:irs o.s r...auy letters as its numerical 
v~lue, tho F ::iecond11ry alplm.but being used for the first J 
letters, the R secondary alphabet for the next 5 letters, and so 
011. Ascertaining the method in which the keyv10rd controls the 
shifting of the componi:Jnts in co.f.les like thifl and tho foregoing 
is a matter of observation end experience, with the upplicotion 
of simple reasoning. The ;.:;tuuont should always try tu reso-lve 
a problem into its simplest terms, for in practical work it vrill 
often ba found of greo.t assistance in solving unl:novm syste:ms. 

JO Ja. The idiomorphic repetition &nd its isomorph underscored 
in tho cryptogram suggest the v10rd CC!r.·iMUNICATION. Immediately 
beyond the first two appearances cf thifl word (1st and Jrd lines 
of text) arc the sequences: 

J.ine 1 

z s I I F g v z 0 R v s~ Q x n T 
C 0 M M U N I C A T I 0 N 

IVLBRAAXHXYCRIEC -----
Z S I I F .Q_J£_J; 0 R V S Q. S F C P C Ill C X H !I C Z C D C R I Y I 
COMillIUNIC°ATION ~ --~ 

Solutions 
Military Cryptan~lysis-Part III, J-p.2, 19JS. 
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These tv;o sequences certa.inl:,r su(;gc...st tho.t the same or nearly 
the sumo \mrJs follow COMMUNICATION both times, and thc.t their 
different external 2ppo11rnnccs nro occasioned by difference in the 
ki.::y. The v.ord which commonly foJ lows COMMUIHCATION is WITH. The 
form of the sequences suggesto: 

ZSIIFQVZORVSQ QXUTYVLBR!f,XHXY CRIEC 
C 0 M M U N I C A T l 0 N N I T H G ~ C 0 N D D I V I S I 0 N 

ZSIIFQVZORVSQ SFCPC MCX_!i_]iQZQD.PRIYI 
C 0 M M U N I C A T I 0 N W I T H T H I R D D I V I C I 0 N 

When these hypothet:.ico.l values arc insort:.ed within th0 cells of 
a sequencc-recomitru.ction d.ic.gr:::.rn, Logcthcr with the values given 
by the isomorphic sequence pointed out above, one has the follovr
:i.ug: 

ABCDEFGHIJI".:LMNOPO 
0 Z V I C S 
E H D RSU 

I.AV TX r:B 
PF 

H MC I R 

f.S'J.'.UVWXYZ 
n li' 
B :~ 

YU E (J 
c: 8 

x IJ z 

From theE:c ;;-o.lues it is po:3sible to rcccn;..;truct the primary cipher 
component based upcn LA~JN TENNIS: 

LAWN'rEISBCDFGHJKMOPQRUVXYZ 

From this point on solution can be promptly reached by decipher
ment. It is o.s follows: 

M(l3) 0(15) 
C 0 M M U N I C A T I 0 N W I T E R E C 0 N D D 1 V I S 
ZSIIFQVZORVSQ QXUTYVLBRAAXHXY 

N(l4) U(21) 
IONWILLBEDISCO NTINUEDUNTILJUNETTIRE: 
C R I E C :U N F B H C D G R Y Z A Y M L E M Y Z A U C M Y L Z B K L 

M(l3) 1(5) N(l4) 
C 0 M M U N I C A T I 0 N W I T H 7 H I R D D I V I S I 0 N U N 
Z S I I F Q V Z 0 R V S Q S F' C P C M C X H H C Z C D C R I Y I 

T(20) M(l3) 
T I L F U R T E E R N 0 T I C E S T 0 P B E G I N N I N G A T Z E 
BDTKZYBOCYSUBDHCFBUV YU\~VQQVQWORKU 

Solutions 
Military CryptanalysiG--PDrt III, 3-p.3, 193[.2-. 
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0(15) N(l4) 
R 0 Z E R 0 F I ~ E Z E R 0 S T R I C T R A D I 0 S I L E 
FBMVFBWXHVMVFBY SXCGSXTHCRDCNB 

U(~l) M(l3) 
N C E W I L L B E 0 B S E R V E D U N T I L C 0 N T A C T W I T ll E 
Y T L X A U U N L G N W L K 0 L E M Y Z A M Z S Q R 0 Z R P V R N U 

E(5) N(lL~) 
NEMYH ASBEENMADESTO? 
B D U N P T D F B B 1 Q T H B D S Il U 

T(20) M(l3) 
W I R E C 0 M M U N I C A T I 0 N W I 1 L B E R E S T R I C T E D 

· IDYCHURRZSDHEBDUSIDT MYUDUXRDVZRUL 

0(15) N(l~) 
'fO.ABSOLUTEI.IINIM UMHEQUIREMENTS 
UBPZYBOGUY~1XRXS YQXBVYCXBQBISD 

10 ]2. Solution of this messagn is accomplished by employing 
the LAWNTEIS • • • sequ.:mco and completing plain-component sequences. 
The text is ilS follows: 

F .A M E F 
YOUR BA T T A J, I 0 N W I L L A S S EM BL E .A T R 0 A D 
CWIEQG E ROMVSQPVMMOXX DUHED GKEWGU 

A M E F A 
J U N C T I 0 N F I V E E I G HTS E VENHIT H 
K F Q Z R V S Q .A V G U U V 0 P C G )) SMJHOK J 

M E F A M 
T R A N S P 0 R T A T I 0 N A T F 0 U R T H I R T Y P M 
RDOQXBSDRORVS BICMV IEKYOE E JBI 

5 .£.• The k0yrmrd for Problem 3~ is I1iOHUMENT each letter of 
which not only determines the st.condi:i.ry :3.LJ;hnbct to be employed, 
but also for hov·,,r many pl&i!.1.-text lcttcn., uccording to the key: 

MONUMF.N'f 
13 15 lL~ 21 1.3 5 11+ 20 

In Problem 3]2 the kGyvm:rd is F A M E , used in exactly the 
same manner • 6 1 13 5 

Solutions 
Military Cryptanalysis-Part III, 3-p.4, 1938. 
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Weight: 

30 I.e. Fron th~ data given it is clear that -
Mussago 1 should stc::.rt with NUMBFID"'Ili'TEENX, 
Messuge 2 shouJd st:.i.rt with NUi\IBF:R.TWENTYTWOX, 
f11essage 3 sl.culd r,tart; uith NUMBF:RSIXTEENX. 

Placing these pk.in-text. beginnings uncter tho proper messages, and 
applying principles of indirect synuneti·y of position, the primary 
component based upon PAN aMEHICAN UNION is reconstructed. The 
solutions are as followG: 

I B E R 
NUMBERFIF TE EN XE N 1'~MYMACHINEGUNNEST 
UHOKBDQFQ EH U I A U I 0 U M U I F S D C 0 Q G C C 0 Y Z 

I A I B E R 
A P T U R E D S T 0 PHAVETENP RI S 0 NE R s 
C I P H D B L Z .2 B I T C A B P B U I J K X G I U 0 y 

Frcm C to A 

I B E R 
NUfJIBERTWE NT YT W 0 X ENEMYAIRPLANESHAV 
UEOKBDPNB FE NYPGA 0 C 0 U M I D B R TI I C 0 Y S I p r 

I A I B E R 
L 0 C A T E D 0 U R C 0 MM A:N DP 0 S T X WILL MOVE 
X J G C P B L J H I G J 0 0 C U L I J ME APB V V UH P 0 

From A to C 

I B E R 
NUMBERSIX TE ENXNii~ :CDTHOMORECOPIESOFT 
UHOKBDZFM :SIJ UIAIU OKZ.t1.HUHBOFHRDOYHLT 

I A I B E 
I V I S I 0 N F I E L D C 0 D E N U M ·B E R F 0 U R 
F A F Z F J U Q F R X L G J L B U H 0 1' H 0 K G F 0 

5 .£. The principa.1 lesson which this problem holds for the 
cryptographer is the danger (to cryptographic security) of 
following o. fixed procedure in enci'[)hering and especially of en
ciphering reference numbers in s0 conspicuous a manner. 

Solutions 
Military CrY'i)tanalysis-Pa.rt III, 3-p.5, 1938. 



REF ID:A60198 

The l'rincipal lesson tho problem holds for the cryptanalyst 
is that he should be quick to no~e weaknesses such as the fore
going and tako advantage of them so far as concerns enemy 
tra.fi' ic. He shouJ.d do all in hi fl power t<J p:revent procedures of 
~his kind in our cYm traffic and to call attention to such wcak
m:isses whe:-i he finds tncm in our own treffic. 

Solutions 
Military Cryptanalysis-Part III, J-p.6, 1938. 
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l.RMY EXTENSION COURSES 

SOLUTIONS 

Military Cryptanr.tlysis, Part III. 

Vuric.blc-lcngth keying; interruptions 
in keying sequence. 

30 lg_. Messages with their pl~in t~xts: 

(1) R E P 0 R T T 0 C 0 R ~ f. 
z c t p z w z p c p z q y 

(2) P R E P L R E T 0 a G l! ~' 
'I JI e wtoqmxz:Jy sp re 

Solutions 

(3) N E X T T R A I N \; I L L 
t c .l' Vl c x t b h h 

(~) C IT I ~ F S I G N A L 
o f k c s z r i h a 

(5) T A K E S T E ? S T 0 
yancihznuw 

( 6) 0. R D E R S \: I !_, L 
v z i e t i r r g x 

(7) S E N D T H R E E H E N 
h c q i c k g u o n 

(S) R E F E R R I N G T 0 
z c f c 1 x r k q w 

(9) S T P 0 N G R E S I e T 
hwwp tewcimjs 

(10) C 0 U N T E n A T T A C K 
e p d o z c 1 i k s j 

(11) P R 0 I\i P 'I 0 R D E R 
w t u s q z p z i e t 

Military CryptE'.naJ.ysis, Po.rt III, L,.-p.l, 193S, 
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(12) R E G I rd F. N T \I I L I, 
z c g g y f c s b g 

(13) A T T A C K P 0 S T P 0 N E D 
c w z a o o e m h Y t p 

(14) A D V I S E O U r~ Q U 
c i y g i f b d t v x 

(15) C A N Y 0 U M 0 V E 7 0 U R 
e a q d r d n s r c a p d t 

(16) T H R E E M 0 R E R E 
y f w c q q b z c w c 

(17) P RE VE N T E NE MY 
w t e z q s k u h c 

(18) R E Q U E S T Y 0 U T A K E 
z c v x q z k z y d w l k 

(19) \": E E N Y CJ U R B H I G A D E 
n f a o j t d t i t 

(20) G 0 0 D P R 0 G R E C S 
k p v f q w p k t e v 

(21) R A D I 0 N U M B E R 
z ~ b g r t x p u q x 

(22) T W E N T Y F 0 U R 
yhoocuhm dt 

(23) A C C 0 R D I N G T 0 
c 1 c p z i k 0 t h 

(24) W H A T I S Y 0 U R 
a f l w w z q m d t 

(25) R E R A D I 0 M ~ R C H 
z c w u p m b s a w 1 

(26) S H A L L W E P R 0 C E E D 
h f l m h r z n a p e c e i 

(27) A C T I V I T Y I N C R E A S I N G 
c 1 z g e m k z t o 

Military Cryptanalysis, P~.rt III, 4-p.2, 1938. 
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(~8) N 0 T H I N G S E E N 
t p y f k 0 t i z u h 

(29) R E C 0 M M F. N D T H A T 
z c c p s n o o p h d y l 

(30) A D V I S E A T 0 N C E 
c i y g i f t s y t 1 0 

(Jl) T R O 0 P S W I L L R E M tl I N 
y t s v v; v d g h p g u z 

(32) I N C A S E 0 F F A I L U R E 
n o c a i f b j b 1 g h y 

(33) R U C H R E P L A C E M E N T S 
x x x f 1 r e g j 1 

(34) R E P L A C E M E N T S 
z c t m m b z j c o 

(.35) S E N D I N G T il 0 S E T S 
h c q i w s y s b p h c z v 

1 .Q. Key f01~ messages: CALAMI'J'Y JJiNE 

3 .£• Primary compor.onts: ?lo.in ••• J.BCDEFGHIJY .. LM ••• z 
Cipher .HYDRAULICBCEF ••• z 

1 £!. Interrupter: Op. 

35 2,g,. Brune prlmary components as in Pr0blcm 1. Key MISSISSIPPI 
RIVER, applied to irregular lengthn of text, starting at beginni:.1~ 
of keyword after enciphcrment of euch R0 • Solution most easily 
obtained by guessing the probable word ft.bCIMF.NT, the indications 
of the probable presence of U,is vmrd baing the address and 
signature. 

C. O. 95th Infantry 

Plain: YOU RR E GI ME N T l'I I L LMOVE U P T 0 P 
Key: M I S S M M I S S I SS I i.:i P If.IVE RM IS S 
Cipher: J T K FL Q JD L F JJRHR ? MT 0 K flAHCB 

Plain: OSI'rI 0 N 0 NH I L L 0 N EN IN E 0 NE AN 
Koy: I S S I P PI RIV ERM IS S I S S I P P I R I 
Cipher: T GD H H LS 0 SR PK HT I XS DI F LUFRS 

Solutions 
Military Cryptanalysis, Part III, 4-p.3, 1938. 
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i"ieight: 

Plain: Dr n E P ARE T 0 ATTA C K HILL 0 N E N I 
Koy: VER MI S S M I R s I S S I .L'I'IR.I VERMI 
Cipher: z z s Q v S F Q H C g HJ SB DZ MK P E WI D M 

Plain: NEFOU R 
Key: S S I S s I 
Cipher: I X G C K x 

Smith, Brigndiar General. 

JO J. Same prima't'Y components ns in Probl0ms 1 and 2; each 
word begins with a mm juxtaposition of the primary components, 
the keY'1ord JAPAN being used for this purpose. The letter X is 
used as a ,-mrd separator, .::mil is t:reated as though it were un 
ordinary lotter. i'lithin co.ch word the cipher component is 
shifted to the loft after tho enci!)hermemt of aach letter, in
cludine the X separutor. The lattor then serves as o. signal 
to shift tho cipher component to the next keyletter before be
ginning to encipher the next word. 

Solution is I"l.OSt readily obtniaed by converting the first 
ten cipher lctterr. lntu their plnin-componcnt equivalents, com
pleting the ~l~in-component sequences initiated thereby, and 
noting plain-text on o. diabonel line: FIVEXTRUCK. 

Ploin: 
Key: 
Cjphcr: 

Plain: 
Key: 
Cipher: 

Plain: 
Key: 
Cipher: 

Plain: 
Key: 
Cipher: 

Plain: 
Ke:y: 
Cipher: 

Plain: 
Key: 
Cipher: 

Solutions 

Me a sage 

F I V E X T R U C K S X L 0 A D E D X \l I T H X W 
JKMNO 11.ULIC BE?QS TV\"fXA ULICN 
P V E S K TI V H Il P f I n I S X IT H T H J Z K U G 

0 U N D E D Y." M E N X A H E X I' H. 0 C E E D I N G 
0 P Q S T V W J K M U .A U L I 2 Q S T V H X Z H Y 
U G L W Z Z S Z P D J A V E A I E C W H Y Y I J I 

X S 0 U T Il X 0 N X N f, !l K I N G X H. 0 A D X S T 
D A U L I C B N U P J K M N 0 P Q S A U L I C r Q 
Z V Q H H M L A A riI H K D H Z U Z 0 T Q L E U E G 

OPXTH EYX8H OULDX REACH XSOUT 
STVi;U LICNO PQSTV JI~MNO PAULI 
CEQWG EUUCX LJUXQ .APMPX r11VQHH 

H X G .A T E X B Y X !J 0 0 N X T 0 D .A Y X S T 0 P 
CBJ.'QS TVAUL NOPQS JKUNO PAULI 
MLXQJ ZQURR i1.ULLO LDPNM MVXSV 

X B E X T' h E P A R E D X T 0 X E X P E D I T E X 
CPQS.A UTJICB EFGNO PJKMN OPQST 
U Q \: 0 Q V E V C H K K B B U M 0 F Ji. S S H G X P 

Military Cryptanalysis, Part III, 4-p.4, 19J8. 
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Weight: 

Plain: TRANS F1'~RXO 1'"'Xl!OU ND ED X T 0 X Y 0 
Key: A U L I C BEFGP Q SAUL IC BE F N 0 P J K 
Ciphor: W V L S I:l K K DBL X 0 HQ H S F J J C BU n FD 

Plain: URXTR U C K X T n A I H X F 0 R. X T E. A N S F 
Key: MNO.AU L I C B P Q S T V Ii AUL IN 0 P Q S T 
CirJher: BI KW V H B P L F ES Il BS BQ\-~AB C P L G H 

Plain: ER X T 0 X H 0 S P ITJ.i.I,X A T X S 0 UT H X N 
Koy: VIJX,TK U ~·. U L I CB EFG P Q SAU LI CB N 
Cipher: H K 'i' t D GFQXV ND EV B r G 0 V Q H H ri1 L Il 

Plain: AN KIN G X B I. I D G E X S T 0 P X S 11:1 I T H X 
Key: 0 P Q S T V ;·/ J K M NOPQJ.._ UL IC P Q S T V V1 
Cipher: 0 U f.. D C DSKU\"; Qi","VNV XS VUE UDKRS 

•. 

Solutions 
Military Cryptanalysis, Pnr~ III, 4-p.5, 19JS. 
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ARMY EXTEUSION <:OUR.SES 

SOLUTIONS 

SUBCOURSE Military CrYi1tan<tlysi3, Part III. 

LESSOU 5 Cipher-text auto-kcyiue. 

Weight.: 

10 1. 'rlie solution of this message requires only tho use of 
two normal sequences, one di:rect., the other reversed. 't'he usual 
si1:1ple steps having boon tried, without success, cipher-tezt 
outo-koying is nssur.icd. Since tho initiu.l keyletter is unknown, 
we may disregarri tho first plo.in-toxt loLtcr of the messagu 
(whfoh vlill be found easily enough later, from the context) and 
start with K as tho koylettor. Then the 1st cipher group yields 
the folloYling: 

KGGLN 
-EAVY 

Obviously the word is HEAVY. 

30 2. A frequency di::;t1·ibution for each of the firot 5 columns 
of letters is mnde. lkch distribution si.1ows monoe.lphabetic.5ty, 
end shows crests and troughs in the surue order but at different 
points along the n'Jrm:i.l sequence. Thoo3 frequency dietributio1~s 
o.re solved b"'.t appl.tinc the principles of direct symmetry of 

position and the n~ixed primary component is reconstructed. Tho 
five secondary cipher alphabets a.re w:i follows: 

Plain - A B C D E F G !I I J K L f!L[ 0 P Q P. S T U V W X Y Z 
C D E Ii' H J K M 0 P Q R ~· U V 1.: X Y Z S I G N J. L B 
H J K M 0 P Q II. T U V \'! X Y Z S I G N A L B C D E F 

Cipher - I G N A L B C D 'E F H J K M 0 P Q I~ T U V \'! X Y :3 S 
EFHJKMOPQRTUVWXYZSIGNALBCD 
F H J K M 0 r Q R T U V ll X Y 2 S I G N A L B C D E 

The bog innings of some worcls ( [lS in Nos. 7, 18, 42, etc.) 
indicate definitely v1hn.t pl.::.in-text lett.ers follow in columns 
succeeding coJ.umn 5. From these values, the syst.cm is quickly 
determined to be cipher-text auto-key with 1st letter keying 
6th, 2d keying the 7th, etc. Note the initial keyword for the 
mesongcs (CHIEF) reappearing under Ap in the reconstruction 
skeletC'n. 

The plain ti:;xt of the first 20 messaees folloVfs: 

Solutions 
Militc.ry Cryptanalysis, Part III, 5-p.l, 1938. 
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l. T\"/O HUNDRED PRISO 11. ATTACK PLANES H.AV 

2. EASTERN SLOPEG OF 12. ANTI-TANK GUNS ON H 

J. THE ATTACK PLANNE lJ. NEARLY ALI, Out. G.AS 

4. OUR ATTACK JUMPED 14. WHAT .AnE YOUR DISP 

5. YOUR REQUEST FOR A 15. ~L\IN ON THE DE.l''""E 

6. ENEMY TH.OOPS HAVE 16. IN SPITE OF REPEAT 

7. REQUEST JilllJITION 17. OVEf,HEJ.D MAC:IINE 

8. SEVEN''l'Y lrTJE .AMMU 18. i\lf,CdJNT~ Gun FIT"tli: I 

9. ARTIJ,Ell.Y FIRE IS 19. JN'i ImDICTING FIR 

10. THrlEE ENEMY AiilPL 20. • .. :HE J:r'F:s·r Ii'IZLD AR 

This problem illustrates how easy it is to solve cases of 
this type when a sufficient number of mcssagas is available to 
permit of this method of DtLa.ck by supc:rimposition. If this were 
not possible, solut.lon would become much more difficult. 

3. These messages being only 11 in m1mbor, the mi:thod nf 
solution by superimposition is impracticable. Frequency di:::i.. :·: -
butions based upon the lettars immedi~tely following ~ach 
different cipher letter must be prepared and these are solved 
by applying the principles of indirect s;;rmmetr-~ of pvsiticn. 
The mixed primary components are based upon the keyphro.se 
ENGLISH-JAPANESE DICTIONARY. They are as follov1s: 

Plain - E N G L I S H J A P D C T 0 11. Y B F K M Q U V W X Z 
Ciphor - E N G L I S H J A P D C T 0 R Y B F K M Q U V W X Z 

The initial !ceylcttcrs for the messagt:is are as follows: 

l) N 4) R 7) F 10) L 
2) u 5) E 8) E 11) J3 
3) N 6) F 9) E 

The texts of the meosages aru o.s fullows: 

Solutions 
Military Cryptanalysis, Part III, 5-p.2, 1938. 
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Weight: 
l 2 3 4 5 

I. 

A 

~·· 
CG FIR f:l T D I V I S I 0 N S T 0 P H AVE JU 
TllSPr: GRXGX G J 0 X Z I B I, T K EVVLX 

B. STRET URNED T 0 C 0 M MAN DP 0 ST FR 
LY LL Y D X Z Z P U .k'.i. M h Z KEN C Q J'IXYL 

c. 0 M HI L L FIVE NINE'r \/ 0 0 c c u r IE n 
BPYMV ZBCJBB FUV\TA SK SB N VS PPM 

D. BY F 0 U HT HIN 1' ... ANTH Y S T 0 P E N E rJI Y 
P X Y G ~/ CVILJA Z J A Q J. UGI~N'D DCC IM 

E. 0!1NO:il TH I 3M AK ING J.HEAV Y LT TA 
HJJ.UP UN SDI~ CLJllD KXXHG F Z CW S 

F. CKO:NH I L I. S I X Z E 11. 0 SIX 
BAU'jG H P 'i' F U MKKHI.I XGEXX 

II. 

G. I HAVE GENTJ. M A C II I NEG UN S E C T I 
z s o r P RR Y N i-, GD UN S H F il L I r P Q H }) 

H. 0 N F f. 0 M l\ E S E R V E D !. 'l' T /, L I 0 N F 0 U 
\i X Y L B ? \"i \i G G B T T G U V .A D M \, D C u Y. D 

J. RT HIN F b. N T I~ YTOil.'E IN!"OR CE TR 0 
X DB Q U T Q U J U DVP\1:1 U GM II Q SS F SK 

K. 0 PS 0 N H I L L F I V E S I X~~IXS T 0 .2 C G 
SRMHJ 0 F Q W Ii. 1: fi. r. r.! r: U EI G J mHYEG 

L. S E C 0 N DDI·:IG J. D E I' E RI 0 D 
J.JKSH B H <~ X E A K K N N' YMHBX 

III. 

M. 8 U DU I T R E C u MME ND AT I 0 N S?ORH 
HNFDR ERR Z T s xx z p FLJQU E FIX K 

N. A N D 1 I NG C IV I L I A N" SIN Y 0 UftZON 
HJFQX Z N T B T B 14 \~ S H CYB SK ONE 0 R 

P. EOF/1D VANCE 
RNKED HRYEE 

Soluti0ns 
Military CI"'Jptanalysis, Part III, 5-?·3, 19,38. 
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Weight: 

IV• 

A. Cl·LLM E U P A S S u 0 N A s y 0 u c ANAND 
Z J D 0 iI HNDKW G Y G LC BS KO X HJYBE 

B. GIVE M EANES TIM AT EOFTH EENEM 
G HG GU U L I I P U Z KET T Z BG A AA PPG 

c. YSITU AT 1 0 N 0 NY 0 U RFRON T 
F V E T J Y N S K 1\1 HJ VP I KPViDC r1xxxx 

v. 
D. THE CG WANTS AL IS T 0 F C A S TJ .A L T I 

T K KL S GD CW G DO:F'Vl1. UT fl SD S 0 BG H 

E. ES AT F IVE PM CON'I~E REN CE T 0 DAY 
H CMS V EV VS X P V WR 1: GGLRR E O 1: S Q 

VI. 

F. BR ID G EI<'JlJE ii U N D R EDY1\R D SS 0 U 
J u z ? c C G !~ G G AL In G GT NP W J T F I Z 

G. THE AS T 0 F S C OTTN}~ E D S S T R E i:I G T 
C F F Z I !3 L Q Z D \: p u v v V H CB G BB FM S 

H. HEN IN G 
C C T D F MXXXX 

VII. 

J. SEND C 0 p y y 0 URCIR CUL AT I 0 N M .A 
VV\'iJK S R L Y. S EP.ZLJ" G\'/EAQ X C T S 0 

K. PAT 0 N CE 
VI BL I YYXXX 

VIII. 

L. S U B M I TY 0 UR S C H E D UL E 0 F FL I G H 
S E P 13 O ZR NV D Y E H H i3 CRRtJK .A C Y F W 

M. TS IMM E D 1 A T E J, y 
PR KC I IRK ET TYIXX 

Solution$ 
Military Crypt~n~lysis, P~rt III, 5-p.4, 19J3. 
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Vleight: 

IX. 

A. EI GS T I H C H S rt E J. L S l\F.EFl\. r.LING 
EIHTX G LR Q Z SS AC B X'l'TLC RFUVX 

B. INV IC INI'rY R 0 ADJ U rJ C T I ONFIV 
G L Z LR KMWPX T Z J F X U Q 3 FU APE IE 

c. EH UN D REDYA llDSE.b. S T 0 F H E F. E 
EHN GT EE DZ J US DD K \I P V 0 U MJJXX 

x. 

D. ENEMY J. D V A N CE HAS EE ENC HECKE 
LI I WT QI EL P Q Q EA 0 LT.LIY U UH XX 

E. DST 0 P HE IS D I G G IN GIN AL ONG FR 
A 0 Z TU N NS D Q XE G HJ P 0 RV Z ·roYHQ 

F. 0 NT 0 F BRIG A DE 
J J. Q J y R G H ;1. :::3 EEXXX 

XI. 

G. SUB MI T L I S T S e 0 W I N G L 0 C AT I 0 N 
U B HZ L YKVNO K X CAT 0 Y KS~ "JC D I. "J" G 

H. 0 I' E L E M E N 'I' S 0 F F I B. S T .3 R I GAD::!: A 
Y H HP P G G L "IQ J X Y" M J TXRGH .A B E E A 

J. T PRES E N T T I ME 
QLFFV v · .. j> u z Y.. K X X X 

10 4. Hc.ving reconstructed the ,lJrimary cumpononts used in 
Problem 3, the solutivn of this mcssi:.ge :reprosrnt..s merely a 
special application of the methoJ used in solvins Problem 1, 
despite the fact that an introductory keyword t..f ? letters is 
used. By tryine introductory ke3s of 1, 2, 3, ••• letters the 
soluticn is solution is reached when IZN!t'U is used for keying 
the 8th, 9th, 10th ••• lotttJrs beyond. 

• • • • • • • IZN FUQGK 'l'IZf..G BS.ATB KOX.TCT IXSC 
•• OND IT ION \'/IHEL INESI NYOUR AREA 

IZUFTJ QGY.TI ZRGBS J.TBKO XKTIX SCT'rL IYPCX 

The text is seen tc be.gin ~;ri th 

Solutions 

IZNFU QGKTI ZRGBS etc. 
. • • . . • .mm ITION etc. 

Military Cryptu.no.lysis, Part III, 5-p.5, 1938. 
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The 2d word of t.he me sf.lag~~ is obviously CONDITION. When 
Ge = Cp, the koyletter is E. The introductory keyword ends 
in E, then. By assuming various words, when REPORT is tried, 
the kcj7\7ord OUTLINE is found. The beginning of the text: 

Solutions 

OUTLINE IZM ••• 
REPORTC OND ••• 
IZNFUQG KTI ••• 

Military Cryptanalysis, Pert III, 5-p.6, 19J8. 
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ARMY EXTENSION COURSES 

SOLUTIONS 

SUB COURSE Military Cryptanalysis, Part III 

LESSON 6 Pl~in-text auto-koying. 

Weight: 

10 1. This message represents a case of simple plain-text 
auto-key onciphorment with two normal sequences, one direct, the 
other reversed. The usual simple steps hn.ving been tried, without 
success, plain-text o.uto-keyinf.: is assumed. Since the initial 
keyletter is unknown, we mR.y assume the first cipher letter of the 
message to be A, B, C, ••• and try to build up text. It happens 
that the first plain-text letter is A, P.nd yields ADVAN for the 
cipher group K X I V N. 

80 2. The following repetitions (and mc'l.ny others) are noted: 

No. of Occurrences 

FC 
KVHQ;ruffi 
KOA 
DJZ 
DJZHH 
TJ.B 
GCZ 
GCZ BFV::J:;:'i 
FCBFv.BB 

9 
2 
4 
4 
6 
2 
3 
2 
2 

~he large number of repetitions together with non-monoalpha
beticity denoted by a frequency table of a few lines of cipher 
text, strongly indicates a plain-text auto-key system. In such 
a system, the plain-text repetitions are one lotter longer than 
the cipher-text repetitions. Consider the third and fourth 
lines of cipher text. So mRny repetitions occur here that we 
can lay off the word lengths with a fair degree of assurance 
that they are correct. Beginning back in the third line, we 
have: 

F C:F G C Z: B F V B B: S K 0 A:G 
F C:J K V H QR M H: N W U G J Z P B :B:T D J Z:B T J B: 

Colons indicate probable word sep~rations. 

Solutions 
Military Cryptanalysis, Part III~ 6-p.1, 1938. 
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Now consider the 8 plain-text letters represented by JKV"tlQ;BMH. 
An excellent "probable word" to assume for this is DIVISION. 

Suppose we assume: 

D I V I S I 0 N to be enciphered by 
JKVHQRMH 

Now if the plain component is standn.rd and if we assume tJ:.e 
base letter to be Ap, we would have from consideration of letters 
following Ip: 

Plain -
Cipher -

A:BCDEFGHIJKLMNOPQRSTUVWXYZ 
I M Q V 

Tl~.t M, Q, and V should fall in such order if somethine were 
not controlling their positions, would be quite a coincidence, 
particularly as there is just tee right number of spaces between 
M and Q for N, 0, and P to be inserted. 

Let us tentatively insert N, O, and P in place, and then 
slide V0 under Ap, in which case Ip = H0 • We have: 

Plain - A B C D E F G H I J K L M N 0 P Q R S T U V 11 X Y Z 
Cipher - V I H M N 0 P Q 

This position of H is not inconsistent wi ti:.L its occurring in 
the keyword. 

Now the digraph FCc which precedes the cipher equivalents of 
DIVISION, occurs no less than 9 times. This might well then be 
the encipherment of the HEp of THE. If it were, when He is under 
Ap. then C0 is under Ep. We would have: 

Plain - A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher - H C M N 0 P Q V I 

This location of C near end of keyword is excellent. Our 
assumptions seem to work out too well to be incorrect. 

Now since the cipher letter followin;.::; the encipherment of 
DIVISION is Ne, the plein-teyt letter follo•·Ting DIVISION must be 
Ap• 

We have nine letters, perh~ s one word, perhaps several, be
ginning with A, following the word DIVISION. The word ARTILLERY 
immediately arises for consideration. 

Solutions 
Military Cryptanalysis, Part III, 6-p,2, 1938. 
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Suppose the word .ARTILLERY is enciphered by 
NWUGJZPBB 

Setting the Ic under Ap. we have Lp = J 0 

Plain - A B 0 D E F G H I J K L M l~ 0 P Q R S T U V W X Y Z 
Cipher - I H C J M N 0 P Q V 

which is excellent--too good to be wrong. We can also insert 
Kc and L0 , a very important addition as we can put Le under Ap 
and use values of Zc = Lp and Pc = Ep• We have: 

Plain - A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher - L M N 0 P Q V Z I H 0 J K 

Pc checks and Zc falls into place. 

Now since H and I are in the keyword, Ge might well just 
precede J 0 • If it did, then from enciphennent of I~ in ARTILLERY 
to be G0 , we would have Tc falling in front of He, Terming a very 
high frequency digraph. 

Experimentation quickly shows the correct placement of the 
remaining letters and develops the cipher sequence: 

BIRTHDAYCEFGJKLMNOPQSUVY.XZ 

The foregoing procedure represents only one of pbrhaps several 
different lines of attack. Other openings A.re possible, just as 
in chess or checkers. 

The plain text is: 

HEAVY ENEMY :FURCES HAVE BEW PRESSING OUR DIVISION VIGOROUSLY 
BUT HAVE BEEN STOPPED AT THE BLUE RIVER STOP THE DIVISION ARTILL.'ERY 
WILL MOVE ALL UNITS UP AS CLOSE TO THE RIVER AS PRACTICABLE IN 
ORDER TO BE ABLE TO COVER AS MUCH TERP.ITOR 1 ACROSS THE RIVER AS 
POSSIBLE DURING THE COUNIJ'EaATTACK \1HICH WILL BE MADE WITHIN TWO 
DAYS STOP .A.W.1U1UTION DUMPS WILL BE MOVED FORWARD AND SUPPLIES OF 
GASOLINE STORED IN CLOSE PROXIMITY TO THE UNITS IN ORDER THAT NO 
TIME \VILL BE LOST WHEN WE BEGIN OUR ADVANCE ACROSS THE RIVER STOP 
PONTOON BRIDGES ACROSS BLUE RIVER WILL BE BUILT AT COSTER AND 
BLUEFIELD BY THE TENTH ENGINEERS TONIGHT. 

3. The solution of this message follows along the lines of 
that in Problem 1, since the primary components are now known. 
It is as follows: 

Solutions 
Military Cryptanalysis, P~rt III, 6-p.3, 1938. 
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REFER ENOEP ON TOO li:BRID GE SAD 
VALLB AVPJX AH:!!JOD HOOFH GMISE 

VISE"N HENOO MPLET ED 
BHQXD HOVPV THTPR YJ 

Military Cryptanalysis, Part III, 6-p.4, 1938. 
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ARMY EXTENSION COURSES 

SOLUTIONS 

SUB COURSE Military Cryptanalysis, Part III 

LESSON 7 Running key oiphers. 

Weight: 

40 la. Superimposition of the 20 beginnings provides more 
than-sufficient material for the solution of the first two 
or three columns. Since the cipher alphabets are knmm.; 
frequency distributions of columns of the text can be solved 
quite readily, aided by a study of the repetitions of' digraphs 
and trigraphs appearing within consecutive columns. The key 
text can be reconstructed simultaneously with the solution of the 
cryptographic text. Solution is as follows: 

l 2 3 4 
SOMET IMEST HEBE S T B 0 0 K 

1. BKGWHlrZ LS I F Q P s s G YKXS 
REG IM EI~TAL COMMA NDERS 

2. Z OCli.G EKb.AB HNDMZ PMUVVV 
TAKEN E C E S S ARYST E PST 0 

3. DX Y C P EJLER HNKGE Z I Z D K 
PR 0 CE EDT 0 0 ARR YO UTPLA 

4o 0 BIS V GMJSI QGMEZ ONDWG 
ENEMY OAVAL RY PAT R 0 LS E 

5. BKXQC PMTHR HM HEH ATKWR 
REP OR TALL 0 l~SU.h.L T I E S T 

a. ZHVA.P HMLZT VVWNRA FWGBF 
THREE BATTA LI 0 NS 0 F INF 

7. OOKXB EKLEC F Q PSS GYKXO 
EA CHS EC T 0 R COMMA N D E R Vi 

a. BKVfKP QTTER H LT Q F FVlKBG 
RE QUE ST L 0 C AT I 0 N OF ENE 

9. NXIMM PVQEE P I T T H C X Z DK 
FRESH T R 0 0 P SWILL REP LA 

lOo V"lHIRX ABTYfP GA KAH LXTKH 
WHENW ILLWE BE REL IE VE D 

Solutions 
Military Cryptanalysis, Part III, 7-p.l, 19380 
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1 2 3 4 
ll. A K Z B C E I R N F Q C X S 0 G I W 0 R 

SENDR EENFO RCEME NT SAT 

12. A K R A G P F Z K P W B B N Z L Q D K T 
SEVEN THFIE LDART ILLER 

13. B K G IC I I V Q R B D N G E Z L N B S C 
REGUL llROBS ERVAT IONV1I 

14. Z H V Q Z C F Q Y Ji. 0 X X R K N U V 0 Z 
THROU GROUT THENI GHTAL 

15. B K H Ji. C E Z C 0 V T K K N S Q T A B VY 
REFER ENCEY OURRA DI ONO 

16. B K U l'i C N I E G H N R T L K F 0 S G Z 
RESER VEl:..MM UNIT I ONWIJ .. 

l7a DX I PT R I LE T 0 LB C I T I A B G 
PR EPA RET OA TTACK ATONE 

18. 0 B T W C E L N K N H B X M Z T W J H K 
ENT IR EBRIG ADEST AF FHA 

19. B K X Q C P 0 Q Y C S Q J W Z L N B Yf K 
REPOR TYOUR POSIT IONSA 

200 A K R A C I B P S A Q Q Q M B P M li. X R 
SEVER ALPAT ROLSR EPORT 

10 b. The first 15 letters of the running-key text are as 
follm'ls: s 0 M E T I M E s T H E B E s 

50 2. By assuming tho presence of the word THE in the key-
text or the presence of the word BATT.b.LION in the cipher text, 
a start is made in the solution. By working forward end back
ward from this ini tia.l ontering wedge, solution can be oom
pletod in the manner stated in the text. The solution is as 
follows: 

l 
C 0 NS I 

Ao QA S 0 D 
MOVEF 

2 3 
DERTU ESESI 
PKASH LZEHA 
OURBA TT.b.LI 

4 
MPLEQ 
Y CT Q L 
0 MS 0 F 

5 
U EST I 
RQQJX 
D 0 CK L 

ONSHO i"fMANY ENGL! SHWOR DSSHO 

Solutions 

B. 0 M E Q K F U S B M A K Y L P 0 U Y V D J F H T 0 
AB ORE RSIM:M EDil:..T ELYTI.) UNLOA 

Military Cryptanalysis, Part III, 7-p.2, 1938. 
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ULDTH E 0 RD I NARYB OYORG IR L KN 
c. RKDNB EI NP D V Yl P K 0 L W .L\. EN AEFGA 

DB AG G AGE 0 F SEC 0 N DC 0 NT INGE N 

OW THE MEli.NI ~iGSOF .L\. TT HE END OF 
n. Vli.MZC F IS C X NP BG K VVT.hOli. R Z B DR 

TWHIC HWILL l~RRIV EAT TE NOC LO 

GRADE 
E. EHARH 

CKAMX 

Solutions 
Military Cryptanalysis, Part III, 7•po3 1 19380 
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ARMY EXTENSIOM COURSES 

SOLUTIONS 

SUB COURSE Mllitary Cryptanalysis, Part III 

LESSON 8 Progressive-alpha.bet systems. 

Weight: 

100 1. other methods of attack ending in failure, all the 
messages are revll'itten, one under the other. 

By means of the repetition of NM QR Y (mossages 1 and 6), 
C J T G F (message 1 and lino 4 of message 3), K U T D W {message 
7 and line 6 of messnge 3), C X CK X C (ends or messages 1 and 
5) 1 and other repetitions, tho mcssc.gos are a.11 lined up in 
propor columnsa 

Frora the repetition in mossa.ge 3 of J S I 0 •••• V M B M 
{lines 1 nnd 7) at interval or 156, a.nd from other shorter 
repetitions, it is determined that 26 alphabets arc used. 

The mossages are rowritten in lines of 26 letters long, 
using message 3 as a ba.se, and starting tho other messages at 
the proper pla.ces to bring the repetitions into alignment. 

Frequency t~blos are made or tho letters in ouch column or 
the superimposition dingram nnd the messnges solved ns n poly
alphabetic substitution cipher of 26 secondary nlphnbets, using 
indirect symmetry to nssist in determining values and building 
up the primD.ry components. A sto.rt is prob~bly most ensily ~..a.de 
in messnge 3 where the repetitions indicate the lengths of three 
four-letter words in sequence. A guess that these words are 
numbers follovis. 

Noting that all the secondary alphabets are reciprocal, this 
fact is found to be of material assistance. All are derived from 
the sequence based on P U G N A C I T Y slid against itself. The 
initial setting of column l of message 3 is: 

Plain: 
Cipher: 

PUGNACITYBDEFHJKLMOQRSVWXZ 
ZXWVSRQOMLKJHFEDBYTICANGUP 

Each succeeding secondary alphabet is derived by moving the 
cipher component one place to the right. 

Solutions 
Military Cryptanalysis, Part III, 8-p.l, 1938. 
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The messages and plain text follow: 

MESSAGE NO. 1 

l 2 3 4 5 6789JO Jl 12 13 » J.5 JS 17 JB J9 ID 21 2'Z 23 24 25 26 
I N D I CAT IO NSARE ANENE MYATT A 
RXOW Z U Z UL IKTOG D F C J T Gl"MKL R 

~c KW I L LBEL.A U:t-lCHE DEARL YT OMO R 
REAVH JVSMA YT I Z G AAFWG EHi'lCC A 

RO'VlMO RN ING ST 0 PI FY 0 UN EEDAD A 
CYAEE D GP A I JNQF'T GTXLK YB E 0 H J 

IT I 0 N ALART ILLER YSUPP 0 RT C 0 M 
Q Q SD P PKG HU NRSUQ IRK M 0 UP JM C T 

MA ADV I S E G D ASHTH REE 
YVWOT XDSCX CK X C P RAC 

- MESSAGE NO. 2 ----
YOURR EGIME N 
IV'lKYlX Y 0 KC F s 

TWILL BEREL IE VE D AT F 0 U RT 0 M 0 R 
ONSlt'H SRFVO NZ KUN DY AZ M Z R N C C A 

ROW 
OYA 

MESSA.GE NO. 3 

GDASH FOURC 0 UM 1. S E C 0 N D C 0 RPS ,.. 
\.I 

WLUTL OHCHN MQRYO NDXJY JGUVG Q 

RF IVE FIVE F OU RAN DROAD JUN CT I 
C J S I 0 0 Z D VV MBMYD ASX HY C Q 0 ML 0 

ONTVVO NINE Iii IN EAR EUI-TDE RC 0 NS T-
TWRCE UZNVC NTPYQ NJ HT T Z KN Q G M 

1:..NTIN TE RD I CTI01'T BYE NE MYSAR T 
SWRVP WRFVlG ANCRD C T C J T GFPON M 

ILLER Y ST 0 P IT MAY BENE C ESSA R y 
QDEMB VDZKY NNRYC Cli..HIH YZPON L 

T 0 R 0 U TEli..NI MAL DR AWN VE ;H I C L E s 
OYTDG WR GAG 0 IS G Q D 0 HST I J LI F N 

Solutions 
Military Cryptanalysis, Part III, 8-p.2, 1938. 
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MESSAGE NO. 3 (Continued) 

VIATW OF OUR SEVEN T 0 CR 0 SS ROA D 
NRWSI F Q J I J JZKUD TWEWP X Z U A Q J 

SF IVE Z ER 0 F OUR ST 0 PT HI SMAYR E 
A J S I 0 CRFKV MB MM I VKBAF XNMJN H 

QUIRE C 0 NS I DE RAB LYM OR ET I ME F 
I Z SY 0 ZHNFG ZZMYA X T Z Z X YHKCF F 

OR YOU RRATI ONT RA INS T 0 MA KEA R 
TI Q D G DE GP G MT A 0 B YFSDP Gt IE Q A 

0 UN D T RIP T 0 RAILH EA DAN DRE TU R 
T Z X 0 V D Z I P L KICVP NE I HK BPDKV .A 

NB UT N 0 0 THE RALTE RNA TI VER OU T 
VMPSP FHZRW K I S C G RF FD F WBUAV M 

E I S F E AS I BL EX 
JR IL 0 PDPXO XF 

MESSAGE NO. 4 

FIR S T B R I GAD EC PIS M 0 v 
RUJ JN G 0 T FE I I H Q J p c c G 

ING T 0 ROA DJ UN CT I ONO NE ONE ON E 
QWZSE DHGWR YT I CT VFXJT UM DAR H 

MESSAGE NO .. 5 

CG F IR S T D I V I 
BRA.EX .XHELU 0 

S I 0 1'J" A DVISE DATE 0 F C 0 MP L E T I 0 N 
ARB Z Z RBPFVf Z I AUS GDXPO NB J LC s 

0 FA PP ROACH TR ENC HF ROM F 0 UR 0 N 
T J W G N DHGGS G LP BY UNVZU T GR G C s 

E 0 NE P 0 INT 0 NET OF 0 UR F 0 UR ONE p 

JYXMN FZNPL IZARU VJVCP OPNQF x 

0 INT N IN E GD ASHTW 0 
TR XS P XGSCX C K X C L v 

Solutions 
Military Cryptanalysis, Part III, 8-p.3, 1938. 
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:MESSAGE NO. 6 

THE C OM MAN DINGG ENERA L 
XQVN MQRYD AB HK L YMDGQ y 

T H I R D FIELD ART IL LE R YW ILL C 0 N 
OHS Y Q 0 ZS M X CLAIW XAVBS HACMC s 

FERWI TH YOU RE LAT IVE T 0 supp 0 R 
HKTCW WOXKT K ZS YI Y QC DP XQSVC A 

T ING F IREFO ROURA TT ACK TOM OR R 
ORXPM XE SSL K 0 D 0 B T Y FF N F GA AN A 

ow 
T N 

MESSAGE NO. 7 

ANENE MYAIR FIELD HAS BE E 
PG SAW 0 GT I Q GBCUY IL PH F H 

NREPO RTE DA TAVEN T 0 BE A CHS T 0 p 
VIL GE DXSWA GIKUD T W T I J J T PK C x 

VER IF YT HIS REP OR TAN DA DVISE 
NKTVM VXQUII K Z ER Q T E H.T J BXKUF 

MESSAGE NO. 8 

CAN BE READY TOATT ACK AT F 
ZUNXW K Z T G C TWFDE K KI 0 L F 

0 UR TE N 
T Z T S 0 u 

Solutions 
Military CryptanalJ1Sis, Part III, B•po4, 19380 
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ARMY EXTENSION COURSES 
suLUTIONS 

Military Cryptanalysis, Part IIIo 

Theory of Coincidences; the Kappa-test; general 
solution for cryptograms with long keys. 

85 l. By applying the K-test, it is found that the three cryptograms 
should bo superimposed thus: 

(l) KD GIOJTPLOSKWAP. • • 
(2) B P D I N I I J W L I • • • 
(3) C H U V 0 X B D • • • 

The data for all tests are shown below: 

Relative Relative 
Settiugs No. of Settings No. of 

Message Message Coinci- Compari- Message Message Coinci- Compa.d ~ 
=!fl 11=2 dences sons :/1=1 :f{!2 dencos sons 

(504) (485) 

l l 16 485 l 1 16 485 
1 2 17 484 2 l 18 II 

l 3 20 483 3 l 11 II 

l 4 12 482 4 l 20 II 

l 5 15 481 5 l 56 II 

l 6 17 480 6 l 21 II 

l 7 12 479 7 l 19 II 

l 8 16 478 8 l 20 II 

l 9 16 477 9 l 22 II 

l 10 22 476 10 l 11 II 

:/Fl =/f!3 #=l =/f 3 

l l 25 475 l l 25 475 
l 2 15 474 2 l 18 II 

l 3 13 473 3 1 16 II 

l 4 14 472 4 1 17 
l 5 10 471 5 1 19 
l 6 15 470 6 l 19 
1 7 13 469 7 1 27 
l 8 25 468 8 l 42 
l 9 14 467 9 l 14 
l 10 18 466 10 1 17 II 

Solutions 
Military Cryptanalysis, Part III, 9-p.l, 19380 
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Weight: 
Relative 
Settings 

Message Message 
f 2 =/f 3 

l l 
l 2 
l 3 
l 4 
1 5 
1 6 
1 7 
l 8 
l 9 
1 10 

Coinci
donces 

15 
15 
18 
22 
12 
21 
14 
15 
23 
19 

' " ,., . " 

Nao of 
Compari .. 
sons 

475 
474 
473 
472 
471 
470 
469 
468 
467 
466 

Relative 
Settings 

Message Message 
=/f2 f3 

l l 
2 l 
3 l 
4 l 
5 1 
6 l 
7 l 
8 l 
g l 

10 1 

Coinci
dences 

15 
16 
14 
32 
20 
11 
21 
19 

7 
14 

15 2. The solution of the first few groups in euch message: 

(1) KDGIOJTPLOSKWAPHUCBCJYMCS 
REPORTOFAIRRECONNAISSANCE 

(2) BPDINIIJWLIUOUVHMKHLE 
ENEMYOBSERVATIONPOSTS 

(3) CHUVOXBDBOCYMNLUQF 
S E C 0 N D B A T T A L I 0 N F 0 R 

Solutions 
Military Cryptanalysis, Part III, 9-p.2, 1938. 
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AP.M'l EXTENSION COURSES 

SOLUTION 

SUB COURSE Military Cryptanalysis, Part III. 

LESSON 10 Thei and X tests; ascertaining by statistical 
methods whether 8: distributinn is monoalphe.betic 
or pnlyalphabetic. 

40 lao All the distributions have 35 letters each. For plai~ 
text ,the value of E( '1° p) is o066'7:x:35x34 = 79; for random text 
E( ! r) is .0385x35x34 : 46. The midway point bet"Yreen 79 and 46 
is 62o5a Consequently we may begin by saying that any distribu
tion which gives a value for 1: which is 63 or more will tentatively 
be classified as being monoalphabetic; any distribution which 
gives a value which is below· 63 will tentatively be classif'ied a~ 
being not monoalphabetic. Accordingly, the results of this firs~ 
examination are as follows: 

,- Mo;oalphabetic Non Mon~a1phabetic De~isiond.,: 
1 Surely Probably Sure-iY _Probib!Y"" Su•HHmde ----,. 

3 

4 
i-.---- -

5 

6 

7 

64. 

44 

108 

70 

58 

( 

11 ,, 
/ -ii 

I I 
f --- i.,.,.. _____ ,_ 

8 I 104 

I 
9 48 

10 I 68 
·' 

I v n 

11-------~v=---!--1-/-~---1+,_-_1,_- ~-----·----~-----=~~-\; 
11--------"'-----·....._ ___ ..._! ____ ~------'-- -- ---""'"''------·, -

60 b. To ans1PJer the questions asked we could begin by testing 
only the distributions which were classified under a above as 
being "surely monoalpha.betic 11 , and then add to the data thus ob
tained the results of testing the distributions whose classificatio,1 

Solutions 
Military Cryptanalysis, Part III, 10-pol, 1938. 
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is indicated e.s probably correct and then tree.tin[; the distribu
tions whose classification is in doubt. But we misht as well 
systematize the work and make all the tests at once. Moreover, 
it is possible that the X-test may corroborate or oubstantiate 
Lhe results obtained from tho i tost; the X-test may oven cast 
some doubt upon the accuracy of the results obtained from the 
~ test in certain caseso Hence, we draw up a diagram as 

follows: 

RESULTS OF X-TEST 

1 2 3 4 5 6 7 8 9 ID 

1 

2 

3 

4 

5 

6 

7 

8 

9 

=~s~~ ~~Laj_~ 
38;52 32 47144 44 

140 76 81 64 65 -- ,___ - -
-~2J_48 38 46 

---
82 66 45 ,_ ,__ 

51 50 ...___ __,_ 

I 87 

-r-
1--L I I _ _J__ 

,---

-:~-~ 
55 78 

36 49 

34 88 
·-

45 81 

66 65 

77 53 

1481 

Since all tho distributions have 35 letters each, the values of 
X for ~lain text and for random text are: 

~ = 35 x 35 x .0667 = 8107075 = 82 

xr = 35 x 35 x .0385 = 47.1625 = 47 

The midway point beti.veen tho two values is 64.5. Examinine; the 
values of X for the various cornparisons shown in the diagram above 
we may set down tho following reasoning: 

Examining the first line in this diagram, wo may say that 
distributions 1 and 8 are certainly similar and belong to the 
same monoalphabet (X: 119); distributions land 7 (X: 85) most 
probably belong to the same mononlpho.bet, too, in which case 1, 
7, and 8 arc similar and belong together. If this is correct 
then 7 and 8 when tostod against each other should give a high 
value for X. Reference to the table shows that X in this case 
equals 87, which corroborates the idea that 1, 7, and 8 belong 
together. Returning to line l of the diagram, tho values of X 
for distributi~ns 1-9 and 1-10 are 74 and 50, respectivelyo 

Solutions 
Military Cryptanalysis, Part III, 10-p.2, 1938. 
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The first of those values is considerably above the midpoint 
value (64.5) and we may fool that there is good evidence for 
thinking tho.t distribution 9 also belongs to tho so.mo mono-
o.lpho. bot with 1. 7 • 0.11.d 8. Furthermore, if 9 docs belong with 
1. 7, o.nd 8, then the X vo.lues ±'or 7-9, and 8-9 should be high. 
They o.ro 66 und 77, respectively. Tho vo.lue 77 for the combino.
tion 8-9 is high enough to bo considered as substantiating tho 
ideo. that 9 belongs with 1. 7, o.nd 8, but the vo.lue for the 
combination 7-9 is pretty low o.nd casts some doubt upon the nu:.tter. 
Howc.>ver. let us o.ssum.o tantutivoly that 1. 7. 8, o.nd 9 belong 
together. As for distribution 10, it hardly looks ns though it 
belongs with 1, 7. 8, o.nd 9; moreover the X values for 7-10. 
8-10, and 9-10 should be low. They aro 65, 53, and 48. Those 
certainly corroborr.to tho idoa tho.t distribution 10 does not be
long with 1, 7, 8, nnd 9 .. 

Still referring to lino 1 of tho diagram, wo may say tho.t 
distributions 1 and 4, with X: 29, uro certainly not o.like. But 
wo have o.lroo.dy concluded in o. o.bovo that distribution 4 is 
11suroly not monoalpr..abotic. 11 -Obviously, if' distribution 4 is non 
monoalpho.betic it cannot be similar to distribution 1, which is 
mononlphabetic. Next we consider 1 o.nd 5, with X = 46.. Now in 
tho ~ test distribution 5 gave n very high va.luo (108) so thc..t 
there co.n be no doubt nbout its being monoo.lphnbotic. Hence, 
the low va.lue of X, when 1 o.nd 5 o.rc compared, must be duo to a 
dissimilurity in monoo.lpho.beticity, and we conclude tho.t distri
butions l o.nd 5 belong to different monoo.lphnbots. 

Likewise, as regards distributions 1 o.nd 6 (X = 56) we con
clude that thoy belong to different mon<>alphabots. Thus we have 
reached tho conclusion that 1 and 5 nre different, and tho.t 1 o.nd 
6 o.re different. Now· look at the value of X for combino.tion 5-6; 
it is 82, indicating tho.t distributions 5 and 6 nre similar. 

We have nmv disposed of those distributions: 

Nos. l, 7, 8 o.nd 9 belong togothor 
Nos. 5, 6 11 

" 

No. 4 is not mononlpho.botic. 

Thero ronm.in di'stributions 2, 3, and 10 tn bo clo.ssifiod .. 

Now 1 und 2 do nnt go together, sinoo X = 520 But £rom our 
v1ork under o. above, distribution 2 v.ras classified ns "probably 
not monoo.lph!:'.betic .. 11 Hence, the X test corroboro.tcs that crm
clusinn., This is further substo.ntintod by tho ~act thnt distri
bution 2 when tested a.go.inst o.ll the other distributions (line 2 
or tho dio.gro.m) shm-1s low X values throughout. So we ho.ve dis
posed. of distributirm 2: it is surely not monoalphr.botic o.nd doos 
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not belong with either the 1-7-8-9 group or the 5-6 group. 

As for distribution 3, it gives a fairly high vnluo for X 
when tested ago.inst distributinns 5 nnd 6 (76 and 81, respectively). 
It ulso gives o. fairly hie;h value whon tosted u.gninst distribu
ti~n 10 (X: 78). Dn 3, 5, 6, und 10 go together? Noto the 
vo.lues: 

X for 3-5 = 76 
II 3-6 : 81 
II 3-10: 78 

X fnr 5-6 : 82 
II 5-10: 88 
II 6-10: 81 

Tho foregoing loo.vos no doubt thnt 3, 5, 6, nnd 10 are similar 
distributions. 

All distributions have now boon o.cc0untod for, with the 
foll,.,wing conclusil"Jns: 

(1) Distributions 1, 3, 5, 7, 8, 9, o.nd 10 nre mono
o.lphabetic; 2 and 4 arc not. 

(2) There ure but 2 monoalphnbets represented among tho 
8 distributions which o.ro monoulpho.botic. 

(3) Distributions 1, 7, 8, and 9 belong tn ~ne l"Jf these 
mnnoalphabots; distributions 3, 5, 6, and 10 belong 
to the othor. 

Solutions 
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J..RMY EXTENSION CuURSES 

SuLUTiu1~ 

SUBCOURSE Military Cryptanalysis, Part III. 

LESSO:N 11 Progressive-alpha.bet systems, continuod. 
A1atching frequoncy distributions; the X-test. 

Vleight: 

85 1. It is clear that the massage involves 26 secondary 
cipher o.lphabets employed in progression. Transcribing the te:xt 
in lines of 26 lottors, a distribution is made of the cipher 
letters with roforence to the columns in which they appoar. This 
yields tho distribution aqua.re which has already been furnished. 

By using this distribution squo.re it bocomos possiblo to build 
up tho primary cipher component by successivoly matching pnirs of 
distributions, and applying the X-tost. lifo begin with tho D and. 
and U distributions, since they have the most do.ta. The oxpo~tod 
vnlue of X is: 34x33x.0667 = 74.8. Nono of tho juxtapositions of 
tho tl.vo distributions gives o. cross-product sum that o.pproxiI110.tos 
75; the juxtaposition giving tho groo.tost value for X is ns f·oiio11Ts: 

l 
D !l 1 2 3 0 4 l 0 1 l 0 0 2 3 0 0 l l 3 0 4 l l 2 0 2 
u 0 0 1 l 0 4 1 0 211 0 0 3 ] 0 l 4 0 2 4 3 0 l 0 2 2 

Pro- 0 0 2 3 0 16 l 0 2 '1 0 0 6 S 0 0 4 0 6 0 l2 0 l 0 0 4 
ducts 

Sum of cross-products (X) : 61 
other 

But there nrc sovernl/juxtapcsitions which give values closo 
to this, so thnt it is ino.dviso.blo -~o a.sst'!llle without further 
corroboration that this juxtuposi~~)n is tho correct one. 

Tho next largest distribution is thot for Qo This distribu
tinn is tested a.go.inst tho D o.nd the U distributions separo.tely 
and chen ngainst tho tv10 distributions combined at tho various 
possible juxtnpositions. By such procedure it boc0Ill.es ecsy to 
pick out tho correct juxtaposition ~~c-01.1 nmong several possibili
tiosa 

The fillll.l result is thnt thu follov1ine; soquenco is constructed: 

l23456789Dlll2~•IBIBITEmIDfil~~~~re 
DMXOCLWRBJVSliQTAIUYGPEFNZK 

Solutions 
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The cipher text can now be converted into monoalphabetic 
terms and solved as a monoalphabetic substitution cipher, where
upon the plain component can be constructed. It is found to be 
as follows: 

E GP VLF NU MC JS 0 DK T YB I R'X Z AH Q W 

These two primary components were derived from the following 
transposition rectangles: 

6 5 3 4 2 l 
ZYMOLE 
ABCDFG 
HIJKNP 
QRSTUV 
wx 

The solution is as follows: 

6 4 3 2 l 7 5 
TROKEYS 
ABCDFGH 
IJLMNPQ 
uvwxz 

MOVEMENTOFTHREEHUNDREDSECO 
OBDZRDRUAJPODBJRYYDRAOXYXW 

DFIELDARTILLERYPARENTHESIS 
BMAZOQNEYFJVRMKHRLQPCQUOSL 

ONEHUNDREDFIFTYFIVEMMHOWIT 
RXNEWWTEOUVZHNKA0AQFNQOUSJ 

ZERPARENTHESISTOPOSITIONSR 
IFIDEGMBYMLUKGZFQZZWCBOZCQ 

ESERVEDFORCORPSAR7ILLERYIN 
ERNUXDTRANTYDVPWCALYGIVBSD 

FIELDORDERNUMBERFOUROFTHIR 
DTNXHHPAONSQAKJOIZPRMEWASQ 

DCORPSCOMMAWILLBEVIAROADJU 
BLJUMSVTSHMLKHQMSALVBXQLO~[ 

NCTIONSIXZEROFOURDASHDPARE 
MLHISWHPNKLKGQEUCKJKHOGTHP 

NTllESESTliREEFIVEFIVEPOINTF 
MSPZVDHUDNLWHDHVICITUXJZBK 

Solutions 
kilitary Cryptanalysis, Part III, 11-p.2, 19380 
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OURDASHSEVENFIVETWOPOINTTH 
ROISESZQORLHHDHVDSKIMBNRBU 

REEPARENTHESISANDROADJUNCT 
TFNDEGMBYMLUKGLIZLKVXDZZXJ 

IONFIVETWENTYTWODASHFSEMIC 
Q B 0 0 U 0 M U X C S E N N B F Z B Z S P M U D S 0 

OLONANDVIAROADJUNCTIONSIXT 
RDJCEWTLEDZYOEGUUEXWMFXVQJ 

HREETWODASHAPARENTHESISTHR 
YANZTKQAKAXXJCXVUMVTDBXRIQ 

EEFIFTYSIXPOINTTWODhSHSEVE 
E F X I C A U Q E Z R Y K T Z. K V. Z D .V D Q .X Y F P 

NFIFTYTWOPOINTFIVEPARENTHE 
MMhOTIIMAWUZQNTXTHhVBINRIP 

SISANDROADJUNCTiuNFIVENINE 
WTBPLQPTKUAQQUZXNYYWYINVKP 

TWODhSHBSTOPHEADSOFCOLUMNS 
VEJSESZGTGUBCBLNFZYNMPZDKL 

ENTERTWELFTHDIVISIONSECTOR 
EXHZYADXRJPOPDHXFCKPDIDRLQ 

hTROADJUNCTIONSIXZEROTWODA 
USIVEQSJTQPZGTPXLRQRMLICWI 

SHDANDCROSSROADFIVETHREETH 
WGVPLQVEAAIKGCFAO~QOHJUYBU 

REEDASH~ABOUTONEhMMARCHTEN 

TFNSESZZKEUQFPAVRPEVBKTRGD 

STOPCORPSCOMMANDERDESIREST 
WSJDBHPCTQUTACANSLDTDBVYCJ 

HATYOURDIVISIONMhKENECESSA 
YYETSRPAERNUKPbYRDQPAKUOCI 

RYhRRANGEMENTSTOFACILIThTE 
THGUYFROOHLHFGZFIBFWGBWTBP 

Solutions 
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MOVEMENTINTWELFTHDIVISIONS 
OBDZRDRUEVPLRHTKBKLURMJCKL 

ECTOR 
ELHVY 

10 2. By 11deciphering 11 the first few letters (that is, settir..g 

(5) 

(5) 

the reconstructed cipher component against the reconstructed 
plain component at any point and converting the cipher letters 
into their plain-component equivalents, slidi1Jg the cipher 
component one space to the left Gach time), and then completing 
the plain-component sequence, the first word of the massage is 
found to be R ~ D I o. This givos the correct initial juxta
position of tho two components and tho ontiro message can novv 
bo read without further dolo.yo It is as follows: 

Rli. DI 0 S I L E N CE UN T ILFUR THE RN 0 T I CE 
AGSUH Ii P R C S 1"1. RA A K 0 I YE B LT Y HD RS ARK 

S T OPW HE?~J .. I F T E D I NT ER C HJ .. NGE PR I Ml .. 
S I T L 0 XUQHM ii. DH D V7 EL US X u u x z z MGGVK 

RYC OM l'ONEN T S 1 .. N D USE UN T I L N E ":V"Kl!:YS 
NEA G I SFUHG ODHNL DLEOO QUCRX X Y L F Y 

R E.i .. CH y 0 u 
:MJWPJ 0 D F 

The toxt of this message then shows what must be done in order 
to read No. 2. YJhon tho primary components aro intorchanged 
o.nd tho principle oxplainod above is then applied, tho mosso.go 
is found to read o.s follows: 

KBEGI NSJ,.TF IVEli.M 
NYLVG CQVVO UPKCi .. 

5 3o Pr0blam 2 illustrntes the grave danger of communicating,by 
radio nr any other intorcoptiblo agency and especially by moans 
of o. current cipher system and cipher key, tho key to o. future 
message or set of mosso.ges. Currant ciphvrs and keys should 
never be usod for such o. purpose; nor should such infonnntinn 
be cnmm.unico.tod by meo.ns susceptible of intorcoptiono 

Solutions 
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ARMY EXTENSION COURSES 
SOLUTION 

Military Cryptanalysis, Part III. 

The X-test and its application in the solution 
of a practical example involving the matching 
of alphabets. 

90 lo The first step is, of course, to superimpose the 
messages properly. This can readily be done by means of the 
message indicators. Also. since the indicators give the 
various starting points, the nUt:1.ber of different indicators 
should correspond with the length of the keyword employed 
by tho stations ?dtr~in the net. Only 8 different indicators 
appear and hence it is safe to assume a key of 8 letters. 
The superimposition diagram is shown in Fig. 1. Since there 
are 32 columns we n1B.y :mark off the varying keying "blocks" 
(i.e •• permuted arrangements of the 8-letter cycles) as sho?ro. 
at the top of Fig. 1. 

Frequenoy distributions are then w.ade for the indivi
dual columns of the superimposition diagram, beginning with 
column 4 and ending with column 29. (Columns 1-3, 30-32 con
tain so few letters they may be neglected.) The distributions 
aro shown in Fig. 2. 

The next step is to apply the X-test to these dis
tributions for the purpose of combining those which belong to 
the sau~ cipher alphabets,in order to facilitate the analysis 
of tho lntter. The process is likely to bo a laborious one 
and we prepare a table so as to systematize the work. In this 
taolo there aro pairs of linos 6 the upper one of oach pair 
giving tho expected va.luos of X, the lower ono tho actual values 
for each test. V'lhonevor we find. a. case 'V'rhoroin tho actual 
value is high, indionting a possible similarity in tho two dis
tributions being tested, we mark it by an asterisk or by under
scoring it. The result is sho'vn in Table l, which forms the 
basis for tho analysis of the datn from the x-tests. 

In order to eliminate possible aberrations in froquency 
occasioned by the presonco of words ropontodly occurring at 
the beginning of mossagGs, we may start our ano.lysis with 
column 91 the first column in the second cycle of tho key. 
Immediately 1¥0 note tho high valuo of X for the matching of 
columns 9 and 19 (X: 55, whereas the expected vo.luo is 42). 
Also, in this same pair of lines vre note the vnlue of X for 

Solutions 
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combination 9-29 (X: 36, expected value 25). Let us, then, 
assume that 9, 19, and 29 belong to the same cipher alphabet. 
If 9, 19 and 29 are really similar, then the X-test for the 
combination 19-29 should yield a high value. It is 34, whereas 
the expected valuo is only 25. Thus we find excellent corro
boration for assuming that columns 9, 19 and 29 belong to the 
same cipher alphabet. We may now look for that column among 
columns 1 to 8, inclusive, which belongs with 9, 19 and 29. or 
course, it may be that column 1, or 2, or 3 belongs in that group 
but if it does we cannot test the idoa because these columns con
tain so few letters. So we can only start with column 4. The 
matching of columns 4 and 9 gives a close approximation to the 
expected value (X = 15, expected value 17) but the values for 4-19 
and 4-29 are so low as to make it certain that 4 does not belon~ 
with 9-19-29. Columns 5 and 9 certainly do not belong together. 
But columns 6 and 9 give a high value for X; moreover, the combi
nations 6-19 and 6-29 give excellent corroboration for the amal
gamation of 6-9-19-290 If this is correct we have isolated from 
among all the 29 columns four which belo~..g in the same cipher 
alphabet; moreover, we have one representative of this alphabot 
in each cycle of the key -- which is as it should be. 

Now take column 10. There are several candidatos for combina
tion with it, so many, indeed, that we are going to have to be very 
careful. Columns 10-12 give a value of 40; 10-18, a value of 45; 
10-22, a value of 36; columns 10-21, a value of 30. None seems to 
bo really outstanding; if we take the combination l0-18 wo cannot 
corroborate its correctnoss. Lot us,, therefore, suspend judgment 
on this coltunn for u few minutes. 

Take column 11; certainly it goos with column 24. Now see how 
good a value the combination 8-11 gives as against 4-11, 5-11, or 
7-11 (column 6 co.n be passed over since it has already been 
classified with columns 9, 19, 29). Let us nssume that 8, 11, and 
24 belong together. Then 8-24 should give a high X-value; it is 
38, not as high as we would like to have it, but not bad, since 
it is only 4 points below tho expected value. Hovrover, notice how 
much lower the other va.lues are in this so.me line of data for the 
combination or column 8 with most of tho other columns. For th0se 
reasons we may regard it as fairly well established thllt columns 
8 1 11, and 24 belong together; moreover, that the alpha.bot to 
which they pertain is not representod in the section containing 
columns 25-29. 

Next tuke column 12. Here is an excellent o~se presenting no 
difficulty. It obviously goes with columns 18 nnd 28. Corrobora
tion is immediately seen in the high valuo for the matching of 18 
and 28 (oxpoctod value 33, actual 46). Does column 4, or 5, or 7 
belong in this group? Gerta.inly neither 4 nor 7 does; but 5 mny, 
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for its value, 23, is quite close to the expected value, 25. 
However, 5 nnd 14 give o. better matdh, so that wo cannot assume 
5 belongs with 12, 18, and 28. Let us be content o.t this point to 
group only 12, 18, o.nd 28, leo.ving 5 for further consideration. 

Thus far, we have definitely tied together the following 
columns: 

Group 1: 
11 2: 
II 3: 

6-9-19-29 
8-11-24 
5-12-18-28 

Looking these over we note that we have allocated several 
columns which aro adjacent. Perhaps we cnn dispense with further 
X-tcsts if~~ have enough dnt~ to solve these adjncent columns. 
Specifically 'NC note that columns 5, 6, 8 and 9 fall \vithin tho 
three groups of columns definitely combined. Therefore, if v;o can 
find tho group into which column 7 fo.lls we will hnve 5 adjacent 
colunms, with more tho.n enough dnto. in tho respective alphabets to 
permit of solution of these alphabets. Consoquontly, let us study 
column 7 and sec what wo co.n do with it. 

Certainly column 7 belongs with 17. Columns 15 and 16 with 
values of 64 and 62 respectively also appear tn belong in tho same 
group with 7 o.nd J. 7. But there e-.re several more co.ndida tes: 
columns 23 (X: 44), 26 (X = 30), 27 (X: 58), o.nd 28 (X = 33). 
Testing columns 15, 16, 23, 26, 27, 28 ago.inst column 17, it bo
cmnes clear that only columns 15 and 27 belong v.ri.th 7 and 17. Thus 
we hc.ve aguin found a group of 4 columns which go together, with o. 
roprosento.tivo in each keying block. 

We havo four groups of o.lphubets with tho following columns in 
each group: 

Group 
11 

II 

11 

1: 
2: 
3: 
4: 

5-12-18-28 
6-9-19-29 
7-15-17-27 
8-11-24 

Tho respective sma.11 distributions a.re now combined to yield 
four larger distributi0ns which co.n be solved by recourse to 
principles of frequency o.nd indirect symmet~r· Those distributions 
a.re shown below in Fig. 3 

Solution 
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FIGURE 3 

s::::: - -.~ .. - - -
5,14, - §~-~~~ ==~=~= _:::;.=;:- ___ £ 

22,25 A B C D E F G H I J K L M N 0 P Q R S T UV\'VXYZ 

6,9, 
19,29 

7,15, 
17,27 

8,11, 
24 

A1phc.bot 1 

~ 
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Al:pho.bot 3 

---§. ~ ~ 

~ = ~=ABC DEF GHI 
~~ - 15-= 

J K L M N 0 P Q R S ===~-=T U V W X Y Z 
Alpha.bet 4 

Obviously in alphabet 3, E0 : Ep• The repeated pentagraph 
E B D K K in messages 23 and 24, beginning with Ep certainly seems 
to be ENEMY, with D0 in column 9 (alphabet 2) equalling Ep, 
which is corroborated nicely by the frequency of D0 in that 
alphabet. Also, B

0 
in alphabet 4 is N and the frequency of B is 

excellent. Onoe an entering wedge of ~his kind has been forced 
into the problem, the rest follows without difficulty. 

A reconstruction diagram for the recovery of the cipher com
ponent is drawn up and the following sequence is reconstructed: 

Solution 
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'Cipher comp.: N A J V 0 B L W S C P X G H U I F T K E R Z M D Q Y 

which is seen to be derived from the key NO SMOKING: 

5-6-7-4 .. 3-2-1 
NOSMKIG 
ABCDEFH 
JLPQRTU 
VWXYZ 

The plain component is then quickly recovered: • 

Plain comps N PA M S C Q T F U V G WY K E H X I D R L J Z 0 B 

1) 

2) 

3) 

4) 

5) 

6) 

7) 

8) 

which is seen to be derived from the key POSITIVELY: 

5-4-6-2-7-8-1-3-9 
POSITVELY 
A B C D F G H J K 
MNQRUWXZ 

The keyword for the unit whose messages have been solved is 
CONSIDER. 

AVAST 

AXIOM 

AURAL 

ASSAY 

AZTEC 

AXIOM 

ASSAY 

AURAL 

The letter-for-letter solution of the messages is as follows: 

123456789IDllIBIBM~~~IBmID~~~~~~~~~ 
CONSIDERDORCNIESECDNOISRISECDNO 

REQUIRETWENTYMINUTEADVANC 
JEXTWYCKGEEXWXVICNRJGUMSF 

T H R E E M I N U T E S A F T E R R E C E I V I N 
XZJORDVNHNEQPEMIHYIQEGKVI 

F R E S H T R 0 0 P S N E E D E D H E R E I N 0 R 
SJECQMYKCASEECANSFSYIXOKJ 

TWOMENINCHARGEOFSTRAGGLERSH 
NGLWRSWBYAJQOEKFIMRZFXUEUGA 

AREYOUREADYTOOBSERVEFORTH 
WJOKKRREZDWICHYDRRVEJLBMZ 

ENEMYOBSERVATIONPLANECRAS 
EBDKKKPOEHUMIVHNRNJEEYJHE 

C H I E F S I G N A L 0 F F I C E R R E Q U E S T 
QFNEHGWFRHZJAGGHNCRSXCSSA 

WHENCANYOUGETTOGETTYSBURG 
GQEBHTBWCCISXALMOWNKOKHUE 

Solution 
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123456789DllIB~MIB~V~IDIDa~~~~~~m~ 
C 0 N S I D E R D 0 R C N I E S E C D N 0 I S R I S E C D N 0 

9) C 0 N S I D E R A B R I D A D E 0 F I N F A N T R 
AMASS YHXDKAEYPUYGMJDSJ.TNXDJEGR 

10) 
AMITY 

BATTALIONCOMMANDEaBWILLAS 
UHNWPYDLIPKUVLEDCJIAKUNJD 

11) C A N C E L P A R A G R A P H S E V E N A N D S U 
AMA.SS Y T X Q I V B W J T F U H A R D E 0 D X T N G C C 

12) 
AXIOM 

13) 
AVAST 

14) 
AZTEC 

15) 
ARROW 

16) 
ASSAY 

17) 
AVAST 

18) 
AVAST 

19) 
ASSAY 

ENEMYARTILLERYFIREDESTRO~ 
EBDKKMBWMUYCJQDKHRESSAJCJ 

REQUESTRECOMMENDATIONSFOR 
JEXTOCABICTWDDXSJNDQESJLB 

OBSERVERATOUTPOSTNUMBERSE 
VWERUZIQZXKTKFQDGNJWEDBER 

COMMANDINGOFFICERSOFALLUN 
FTVXLBAWBBCSGXCCJIHSZNZJO 

REPLYINGT~YOURLASTMESSAGE 
HICYKNIFACHJJQIPIMVSCOZIC 

R E F E R E N C E M Y N U M. B E R S E V E N T E E 
JEHDCRRFIWLOVXPORDRPSuADN 

SENDTHREEMENTOBRINGEXCEPT 
GEBAMZUNIWSOALPCKEFIPCCCK 

RIFLEAMMUNITIONBADLYNEEDE 
HKFYRPKSVXKXXJRWP.SZLBISDC 

00) CAVALRYPhTROLHASREACHEDOL 
ANib.SS Y T Z Z Z J T L P M Y K L F L D Q C P I B I G V Z 

22) 
ASSAY 

23) 
J ... UIUi.L 

24) 
AVAST 

25) 
AURAL 

Solution 

PREPARETO~DVANCE~LONGLINE 

~JELPCR~CJDVLRHNTZTBXUMRD 

REGIMENTLLRESERVELINEHASB 
HIEMSDIGMLREDEUKNPKERFZSE 

WHENAMERICANTROOPSHAVEREA 
GQEBPKRUVBLEXULCFOCWPSQCP 

REFERRINGTOPARhGRAPHONEOF 
JEHDCYGXXXTBMJHNRZLFTOCLE 

WHEREARESECONDANDTHIRDBAT 
GQEYDTYCIICTOHPXSWCDRGVMI 

Military Cryptanalysis, Part III, 12-po6, 1938. 
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1. 
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6. 
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a. 

9. 

10. 

11. 

12. 

13. 

14. 

15. 

16. 

17. 

180 

19. 

20. 

2lo 

22. 

23. 

24. 

25. 
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U"T~TTDU" , 
... - .&..UV,,_\..,_ ..&. 

2 3 4 

YTXQIVBWJTFUHARDEODXTNGCC 

Y T Z Z Z J T L P M Y K L F L D Q C P I B I G V Z 

YHXDKAEYPUYGMJDSJJNXDJEGR 

UHNWPYDLIPKUVLEDCJIAKUNJD 

FTVXLBAWBBCSGXCCJIHSZNZJO 

NGLWRSWBYAJQOEKFIMRZFXUEU 

QFNEHGWFRHZJAGGHNCRSXCSSh 

H I C Y K N I F A C H J J Q I P I M V S C 0 Z I C 

HKFYRPKSVXKXXJRWHSZLBISDC 

HIEMSDIGMLREDEUKNPKERFZSE 

SJECQMYKCASEECANSFSYIXOKJ 

GQEBHTBWCCISXALMOWNKOKHUE 

AJELPCRACJDVLRHNTZTBXUMRD 

GQEBPKRUVBLEXULCFOCWPSQCP 

GQEYDTYCIICTOHPXSWCDRGVMI 

JEXTWYCKGEEXWXVICNRJGUMSF 

JEXTOCABICTWDDXSJNDQESJLB 

JEHDCRRFIWL0VXPORDRPSOADN 

GEBAMZUNIWSOALPCKEFIPCCCK 

JEHDCYGXXXTBivIJHNRZLFTOCLE 

XZJORDVNHNEQPEMIHYIQEGKVI 

EBDKKKPOEHUMIVHNRNJEEYJHE 

EBDKKMBWMUYCJQDKHRESSAJCJ 

WJOKKRREZDWICHYDRRVEJLBMZ 

VWERUZIQZXKTKFQDGNJWEDBER 
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Column 

REF ID:A60198 
FIGURE 2 

N 

4 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 10 

--= 
5 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 15 

.s:::; --- ..:::::... --· 
6 A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 20 

--
£ = _g ---7 A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 23 

~-- -- -- -
-K -~· ---

8 A B c D E F G H I J L M N 0 p Q R s T u v w x y z 25 

~ = :::!s-
A B C D E F 

~-

G H I J K L M N 0 P (f R S T U V W X Y Z 25 9 

- - - --10 A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 25 

- - g_ £ 
~ -

11 A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 25 

g -
12 A- B c D E F G H I J K L M N 0 p Q R s T u v w x y z 25 

= ~ - - --- -13 A B C D E F G H I J K L M -N 0 P Q R S T U V W X Y Z 25 

Solutions 
Military Cryptanalysis, Part III, i2,p.8, 1938 
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FIGURE 2 (continued) 

Column N 

----~=- ---14 A B C D E F G H I J K J .. M N 0 P Q R S T U V W X Y Z 25 

--·- --. ----~- ..__ .,,-- ___ --- --- --
15 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 25 

--
~= ~ -- ==- -16 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 25 

en ~F - L -- --17 A B G H I J K M N 0 p Q R s T u v w x y z 25 

- - ~- = - ------·-- -18 A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 25 

- -
=~=-~ ~ -= 19 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 25 

=~ --= - ---- - Q 20 A B c D E F G H I J K L M N 0 p R s T u v w x y z 25 

- -- -- - ----- --21 A B c D E F G H I J K L l~I N 0 p Q R s T u v w x y z 25 

--- --- -22 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 25 

23 A B c=-~ E F G H I J K L M N 0 p Q R s T u v w x y z 25 

Solutions 
Military Cryptanalysis, Part III. 12 9p.9-1938 
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FIGURE 2 (continued) 

Column N 

=~= == - ~ -24 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 25 

- - - - --
25 A B c D E F G H I J K L M .N 0 p Q R"" s T u v w x y z 25 

~--==- - -26 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 22 

tt7 A B c D E F G H I J K L M N 0 p Q R ~ T u v w x y z 21 

~ - -- -28 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 20 

---29 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 15 

Solutions 
Military Gryptanalys1s, Part III, 12rp.10, 1938 
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TABLE l 

J:l 

~Column 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 
~ N~ 15 20 23 25 22 21 20 15 
0 -~~----~----~----~--------~~--~~. 

4 _!£ 
10 

5 15 {_ 

6 20 [ 

7 23 { 

8 25 { 

-9 25 { 

10 25 { 

11 25 { 

12 25 { 

13 25 { 

.4 2s{ 
15 25 [ 

16 25 [ 

Solution 

10 13 
1 8 

19 
7 

15 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 lu 14 13 lO 
1 11 15 3 1 l 9 6 9 13 6 6 11 16 15 8 19 8 6 6 6 0 3 

23 25 25 26 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 22 21 19 15 
l 5 8 21 15 23 10 28 10 7 5 16 11 19 10 21 14 14 16 18 9 9 6 

31 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 29 28 27 20 
16 6 34 4 6 8 15 29 32 17 32 19 40 18 7 22 11 12 34 24 9 25 27 

39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 34 32 31 23 
18 4 24 21 7 7 3 64 62 80 4 7 19 6 5 44 11 16 30 58 33 17 

42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
14 15 46 23 37 22 24 18 23 20 21 19 23 23 21 38 14 12 12 10 12 

42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
10 7 15 12 18 28 35 23 18 55 17 31 12 31 19 23 27 13 13 36 

42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
15 40 26 29 24 17 22 45 17 29 30 36 13 14 25 11 30 29 11 

42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
38 24 23 9 5 11 22 10 7 16 45 15 56 27 13 5 20 6 

42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
30 22 14 11 i3 48 11 13 16 34 17 31 10 19 11 41 10 

42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
26 25 15 18 40 24 39 27 22 24 32 28 10 12 34 13 

42 42 42 42 42 42 42 42 42 42 42 37 35 33 25 
22 16 17 2.9 32 40 20 39 17 25 46 18 17 21 17 

42 42 42 42 42 42 42 42 42 42 37 35 33 25 
35 48 27 31 26 19 19 33 22 27 25 31 26 29 

42 42 42 42 42 42 42 42 42 37 35 33 25 
41 11 24 20 31 13 46 13 18 40 38 15 22 

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 

Military Cryptanalysis, Part III, 12.-p.ll, 1938 
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TABLE l (Continued) 

J Column 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 
8 N"l5 20 23 25 22 21 20 15 

17 25{ 42 42 42 42 42 42 12 42 37 35 33 25 
19 24 25 13 13 27 18 29 26 39 23 21 

18 25 { 

19 25 { 

20 25 { 

21 25 { -22 25 { 

23 25 { 

24 25 { 

25 25 { 

26 22 { 

9121{ 

28 20 { 
.... ~ 

42 42 42 42 42 42 42 37 35 33 25 
16 24 26 32 21 29 26 13 20 46 14 

42 42 42 42 42 42 37 35 33 25 
35 22 21 17 16 35 18 7 12 31 

42 42 42 42 42 37 35 33 25 
24 27 23 23 42 12 17 15 11 

42 42 42 42 37 35 33 25 
14 33 17 19 25 35 19 14 

42 12 42 37 35 33 25 
21 39 39 19 15 18 14 

42 42 37 35 33 25 
29 19 37 32 21 20 

42 37 35 33 25 
28 9 6 20 12 

37 35 33 25 
17 19 21 18 

31 29 22 
33 15 18 

28 21 
17 13 

19 
14 

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 

Solution 
Military Cryptanalysis, Part III, 12.-pol2, 1938 


